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Purpose 


Background 


\ - 

The  Immigration  Reform  and  Control  Act  of  1986  (irca)  provides 

amnesty,  under  certain  conditions,  to  illegal  aliens  who  arrived  in  the 
United  States  before  January  1,  1982,  and  to  certain  seasonal  agricul¬ 
tural  workers.  The  law  also  requires  the  nation’s  7  million  employers  to 
examine  certain  documentation  of  all  prospective  employees  (including 
those  born  in  the  United  States)  to  verify  their  identity  and  eligibility  to 
work  in  this  country.  Each  year,  an  estimated  65  million  individuals 
change  jobs  or  seek  employment  for  the  first  time. 

The  social  security  card  is  expected  to  be  widely  used  to  prove  employ¬ 
ment  eligibility.  Because  of  the  card’s  key  role,  the  law  required  that  gao 
study  issues  concerning  the  card’s  integrity.  Specifically,  gao  was  asked 
to  ( 1 )  explore  ways  to  reduce  the  potential  for  fraudulently  obtaining 
and  using  social  security  cards  and  (2)  identify  technological  alterna¬ 
tives  for  making  the  card  more  resistant  to  counterfeiting. 


Originally,  the  social  security  number  had  a  single  use — to  keep  track  of 
an  individual’s  earnings  so  that  social  security  retirement  eligibility 
could  be  verified  and  an  accurate  benefit  amount  computed  Today, 
however,  the  number  has  a  wide  variety  of  uses,  for  example,  as  an 
identifying  number  on  drivers'  licenses  and  tax  returns.  About  300  mil¬ 
lion  numbers  have  been  issued.  210  million  of  which  are  considered 
active.  There  are  16  versions  of  the  card  in  use. 

Applications  for  numbers  are  processed  at  about  1.300  field  offices  of 
the  Department  of  Health  and  Human  Services'  Social  Security  Adminis¬ 
tration  (ssa).  Up  to  the  early  1970's,  numbers  were  issued  without 
requiring  evidence  of  identity,  age,  or  citizenship  Now,  how-eve  •  srch 
evidence  is  required,  and  birth  certificates  are  commonly  accept* 
support  of  an  application  for  a  card.  For  aliens,  any  of  a  numlier  <»t  »1«m 
uments  issued  by  the  Department  of  Justice’s  Immigration  and  Naturali 
zation  Service  ( ins)  can  be  presented  in  support  of  an  application 


Under  irca,  to  prove  identity  to  an  employer,  an  individual  may  submit 
any  of  21  documents,  including  a  driver’s  license  or  a  voter  registration 
card.  To  prove  employment  eligibility,  any  of  17  documents,  inc  luding  a 
social  security  card,  birth  certificate,  or  1  of  1 1  documents  issued  by  ins. 
may  be  presented.  Seven  of  these  documents,  including  the  sociah secur¬ 
ity  card  and  birth  certificate,  are  specifically  authorized  under  the  law 
To  comply  with  the  law,  the  employer  must  certify  that  he  she  has 
reviewed  the  documents  and  that  “they  appear  genuine"  and  relate  to 
the  applicant. 
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Results  in  Brief 


Principal  Findings 


Social  Security  Cards  Can 
lie  Fraudulently  Obtained 
and  Csed 


IHCA  Documentation 
Requirements  Can  Be 
St  lengthened 


irca  also  requires  that  the  adequacy  of  the  verification  system  be  evalu¬ 
ated,  and  that  any  major  change  in  the  verification  system  receive  con¬ 
gressional  approval  before  implementation. 


The  social  security  number  application  process  is  vulnerable  to  fraud. 
Thousands  of  different  documents  can  be  used  in  support  of  an  applica¬ 
tion,  making  it  difficult  for  ssa  employees  to  be  familiar  with  all  of  them. 
Also,  support  documents,  especially  birth  certificates,  can  be  obtained 
fraudulently  or  are  easily  counterfeited  or  altered,  and  there  is  no  prac¬ 
tical  way  to  verify  that  the  applicant  is  the  person  named  on  the 
document. 


The  same  problems  apply  to  employer  verification  of  employment  eligi¬ 
bility  under  irca,  but  more  so  .Unlike  ssa  employees,  the  nation’s 
employers  are  largely  untraine^  in  document  verification.  There  are  too 
many  different  types  of  employment  eligibility  documents  to  realisti¬ 
cally  expect  employers  to  make  sound  judgments  on  their  genuineness. 


The  social  security  card  can  be  counterfeited  more  easily  now  with  the 
high  quality  color  copiers  being  marketed.  Cards  issued  in  the  future 
should  be  modified  to  make  copies  easier  to  detect. 


There  are  thousands  of  different  types  of  birth  certificates,  many  of 
which  are  easily  obtained,  counterfeited,  or  altered.  With  such  docu¬ 
ments,  persons  can  obtain  valid  social  security  cards.  They  also  can  pre¬ 
sent  fraudulent  documents  to  employers  in  lieu  of  a  social  security  card 
as  evidence  of  employment  eligibility,  ssa  employees  are  trained  to  look 
for  and  detect  fraudulent  documents.  But  employers  are  not  trained  to 
detect  altered  or  counterfeit  social  security  cards  and  ins  documents  or 
to  identify  thousands  of  different  kinds  of  birth  certificates. 


An  option  to  simplify  and  make  more  realistic  the  verification  of 
employment  eligibility  under  irca  is  to  designate  the  social  security  card 
as  the  only  acceptable  document.  It  should  be  less  difficult  for  employ¬ 
ers  to  discern  the  authenticity  of  a  social  security  card  than  the  many 
types  of  other  documents  that  now  can  be  presented.  For  purposes  of 
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irca,  such  an  option  would  have  minimal  impact  on  employers  and 
employees  because  a  social  security  number  is  already  required  of  all 
employees  for  tax  purposes. 

Designating  the  social  security  card  as  the  sole  employment  eligibility 
document  could  increase  the  number  of  requests  for  replacement  cards 
by  persons  who  no  longer  have  their  card.  Because  this  could  be  costly, 
an  estimate  should  be  made  of  the  number  of  individuals  likely  to  need 
replacement  cards. 


Improvements  Needed  in  ssa’s  process  of  issuing  social  security  cards  to  aliens  with  temporary 

Issuing  Cards  to  Aliens  work  authorization  should  be  revised.  One  option  is  to  place  expiration 

dates  on  such  cards,  which  at  present  look  no  different  than  any  other 
card. 

Currently,  aliens  applying  for  a  social  security  card  can  present  ins  doc¬ 
uments,  many  of  which  are  easily  counterfeited  or  altered.  A  more  sim¬ 
ple  and  effective  way  to  assign  social  security  numbers  to  aliens  would 
be  for  ins  to  complete  an  alien’s  application  for  a  social  security  card 
and  certify  the  alien's  eligibility,  ins  currently  does  this  for  aliens  who 
have  applied  for  amnesty  and  need  the  card.  Because  most  aliens  need¬ 
ing  social  security  numbers  first  contact  ins  for  work  authorization  or 
other  matters,  such  ins  certification  would  place  a  minimal  burden  on 
ins,  provide  a  convenience  to  aliens,  and  eliminate  ssa’s  concern  over  the 
authenticity  of  ins  documents. 


Many  Technologies 
Available  to  Enhance 
Security  of  Card 


Magnetic  stripes,  integrated  circuitry,  and  lasers  are  some  of  the  addi¬ 
tional  technologies  that  could  be  applied  to  make  the  social  security  card 
more  resistant  to  counterfeiting.  However,  many  of  these  technologies 
are  relatively  costly  and  would  not  preclude  persons  from  obtaining 
valid  cards  by  using  fraudulent  documents. 

Making  future  social  security  cards  less  vulnerable  to  new  color  copiers 
is  one  technology  that  should  be  considered.  The  Treasury  Department 
plans  to  modify  D.S.  currency  to  thwart  use  of  the  copiers  by  counter¬ 
feiters.  ssa  should  take  similar  action  for  new  and  replacement  social 
security  cards,  gao  does  not  advocate  the  mass  reissuance  of  social 
security  cards  for  a  number  of  reasons,  including  high  administrative 
costs — an  estimated  $1.1  billion. 


Page  4 


GAO/HRD-88-4  Social  Security  Cards 


Executive  Summary 


Financing  Social  Security 
Card  Replacements 


i rca  provides  that  any  changes  made  to  the  social  security  card  for  pur¬ 
poses  of  the  law  be  financed  from  general  revenues.  In  fiscal  year  1987, 
i rca  generated  requests  for  an  estimated  1.(5  million  replacement  cards, 
w  hose  cost — about  $11.6  million — was  borne  by  the  Social  Security 
Trust  Funds. 


If  the  Congress’s  intent  is  to  eliminate  or  minimize  the  additional  costs 
incurred  by  the  trust  funds  as  a  result  of  irca,  it  may  be  appropriate  to 
finance  the  cost  of  replacement  cards  by  other  means,  such  as  appropri¬ 
ated  funds  or  fees  charged  to  requesters  of  replacement  cards. 


Recommendations 


GAO  recommends  that  the  Attorney  General  consider  reducing  the 
number  of  employment  eligibility  documents  and,  specifically,  making 
the  social  security  card  the  only  authorized  document.  If  the  Attorney 
General  concludes  that  the  number  of  employment  eligibility  documents 
under  irca  should  be  reduced,  gao  also  recommends  that  the  Attorney 
General  and  the  Secretary  of  Health  and  Human  Services  study  the 
potential  impact  of  such  a  change  on  requests  for  replacement  social 
security  cards. 

gao  also  recommends  that  the  Secretary  make  future  social  security 
cards  resistant  to  color  copiers,  gao  further  recommends  that  the  Secre¬ 
tary  and  the  Attorney  General  develop  a  plan  to  (1)  have  ins  verify  the 
employment  eligibility  of  aliens  who  are  applying  for  social  security 
cards  and  (2)  annotate  the  cards  for  aliens  authorized  to  work  in  this 
country  on  a  temporary  basis,  gao  is  also  making  other  recommenda¬ 
tions  to  the  Departments  of  Health  and  Human  Services  and  Justice. 


Matters  for 

Congressional 

Consideration 


The  Congress  may  wish  to  consider  whether  the  iRCA-generated  cost  of 
providing  replacement  social  security  cards  should  be  paid  from  appro¬ 
priated  funds  or  fees  charged  to  those  requesting  such  cards,  rather 
than  the  Social  Security  Trust  Funds. 


Agency  Comments 


The  Departments  of  Justice  and  Health  and  Human  Services  generally 
agreed  writh  gao’s  recommendations. 
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Introduction 


The  Immigration 
Reform  and  Control 
Act  of  1986 


The  Immigration  Reform  and  Control  Act  of  1986  (irca)  established  con¬ 
ditions  under  which  an  estimated  2  to  4  million  illegal  aliens  residing  in 
the  United  States  could  be  granted  amnesty  and  subsequent  citizenship. 
irca  also  changed  the  procedures  governing  the  entry  of  aliens  into  the 
country  and  their  control  while  here. 

A  major  effect  of  the  law  is  that  all  prospective  employees — whether 
first  entering  the  job  market  or  changing  jobs — must  present  to  employ¬ 
ers  evidence  of  their  (1)  identity  and  (2)  employment  eligibility.  Cur¬ 
rently,  there  are  an  estimated  7  million  employers  in  the  United  States. 
Each  year,  about  65  million  individuals  change  jobs  or  seek  employment 
for  the  first  time. 

Among  the  documents  that  are  acceptable  evidence  of  employment  eligi¬ 
bility  is  the  social  security  number  (ssn)  card,  which  is  expected  to  be 
widely  used  to  comply  with  the  law.  Because  of  the  key  role  of  the  ssn 
card,  the  Congress  mandated  that  we  study  and  report  on  issues  con¬ 
cerning  the  card’s  integrity.  We  were  directed  to  explore  actions  that 
could  be  taken  to  reduce  the  potential  for  fraudulently  obtaining  and 
using  ssn  cards  and  to  identify  technological  alternatives  for  making  the 
card  more  resistant  to  counterfeiting. 


irca  (Public  Law  99-603),  enacted  November  6,  1986,  provides  that  cer¬ 
tain  illegal  aliens  who  have  continuously  resided  in  the  United  States 
since  January  1,  1982,  can  apply  for  amnesty  and  subsequent  citizen¬ 
ship.  Aliens  who  have  resided  in  the  United  States  and  performed  sea¬ 
sonal  agricultural  services  for  at  least  90  days  during  the  12-month 
period  ending  May  1,  1986,  also  can  apply.  Through  January  6,  1988, 
about  1.2  million  individuals  had  applied  for  amnesty. 

The  act  contains  other  provisions  aimed  at  better  controlling  the  future 
entry  of  illegal  aliens  and  assuring  that  employed  aliens  are  legally 
authorized  to  work  in  this  country.  These  controls  are  aimed  at  curbing 
the  flow  of  illegal  aliens  by  denying  them  employment,  their  main  rea¬ 
son  for  coming  to  the  United  States. 

irca  placed  certain  responsibilities  on  employers  when  hiring  employees. 
The  act  requires  employers  to  verify  that  employees  hired  after  Novem¬ 
ber  6.  1986,  are  who  they  claim  to  be  and  that  they  are  eligible  to  work 
in  the  United  States.  Beginning  June  1,  1987,  employers  must  complete 
for  each  employee  an  Panployment  Eligibility  Verification  (Form  1-9), 
certifying  that  certain  documents  were  reviewed,  and  retain  it  for  at 
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least  3  years.  A  copy  of  the  1-9  and  a  list  of  acceptable  identity  and 
employment  eligibility  documents  appear  in  appendix  1.  These  com¬ 
pleted  forms  will  be  inspected  by  either  the  Department  of  Justice's 
Immigration  and  Naturalization  Service  (ins ;  or  the  Department  of  Labor 
during  preannounced  visits  to  employers  to  verify  that  they  are  comply¬ 
ing  with  the  requirement. 

Job  applicants  may  use  any  of  17  documents  to  establish  employment 
eligibility.  Seven  of  these  documents  are  specifically  authorized  under 
I  RCA: 


•  A  U.S.  passport. 

•  A  certificate  of  I’.S.  citizenship. 

•  A  certificate  of  naturalization. 

•  An  unexpired  foreign  passport  if  the  passport  has  an  appropriate, 
unexpired  endorsement  of  the  Attorney  General  authorizing  the  individ¬ 
ual  to  work. 

•  A  resident  alien  card  or  alien  registration  card. 

•  An  ssn  card. 

•  A  birth  certificate. 

The  first  five  documents  above  also  can  be  used  to  establish  identity 
under  the  law.  The  other  10  employment  eligibility  documents — most 
issued  by  ins — have  been  authorized  by  regulation,  ssn  cards  or  birth 
certificates  are  the  documents  likely  to  be  used  by  most  people. 

To  prove  their  identity,  job  seekers  may  furnish  1  of  21  allowable  docu¬ 
ments,  including  a  driver’s  license,  school  identification  card,  or  voter 
registration  card. 

In  signing  the  1-9,  employers  must  certify  that  they  “have  examined  the 
documents  presented  .  . .  [and]  they  appear  to  be  genuine”  and  relate  to 
the  prospective  employee.  Failure  to  comply  with  these  requirements 
can  result  in  employer  sanctions  and  fines.  Employers  are  prohibited 
from  discriminating  against  any  individual  on  the  basis  of  foreign 
appearance,  language,  or  name. 

i rca  mandated  that  the  integrity  of  the  ssn  card  and  systems  for  validat¬ 
ing  its  use  be  studied,  irca  specified  that  any  changes  proposed  to  the 
ssn  card  by  the  President  as  a  result  of  the  act  require  1  year’s  advance 
notice  and  prior  congressional  review.  Further,  any  costs  associated 
with  developing  or  implementing  such  a  change  must  be  paid  from  gen¬ 
eral  revenues  and  not  the  Social  Security  Trust  Funds.  In  addition,  the 
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act  states  that  it  shall  not  be  construed  to  authorize,  directly  or  indi¬ 
rectly.  the  establishment,  issuance,  or  use  of  a  national  identification 
card. 

Among  the  studies  the  act  required  relative  to  the  verification  of 
employment  eligibility  are: 

•  Three  annual  presidential  reports  on  the  employment  verification  sys¬ 
tem  (to  be  issued  after  the  first  year  of  implementation).  Each  report  is 
to  analyze  the  system’s  adequacy  and  describe  the  development  and 
implementation  of  changes  to  the  system. 

•  A  report  by  the  Attorney  General  on  the  potential  use  of  a  telephone 
verification  program  for  determining  the  employment  eligibility  of 
aliens. 

•  A  study  by  the  Secretary  of  Health  and  Human  Services  (hhs)  on  the 
feasibility  and  cost  of  an  ss\  validation  system  to  help  employers  com¬ 
ply  with  the  act. 


The  Social  Security  Act,  which  became  law  on  August  14,  1935,  pro¬ 
vided  for  collecting  taxes  and  paying  old-age  benefits  based  on  individu¬ 
als’  earnings.  A  separate  earnings  account  for  each  worker  had  to  be 
maintained  so  that  eligibility  for  benefits  and  the  amount  of  these  bene¬ 
fits  could  be  correctly  established  at  retirement.  The  ssn  system  was  cre¬ 
ated  to  help  manage  these  accounts  by  identifying  employees'  earnings 
covered  by  the  act. 

Applications  for  ssn  cards  are  processed  by  iihs’s  Social  Security  Admin¬ 
istration  (ssa)  through  its  network  of  more  than  1,300  field  offices.  Until 
the  early  1970's,  there  were  no  evidentiary  requirements  for  obtaining 
an  ssn  card.  Because  the  card's  initial  purpose  was  simply  to  keep  track 
of  earnings,  such  requirements  were  not  considered  necessary.  Proof  of 
identity  was  established  at  retirement. 

Because  of  the  increased  use  of  the  card  as  an  identifier,  to  obtain  a  card 
and  number  an  application  must  be  submitted  along  with  evidence  of 
age,  identity,  and  citizenship  or  alien  status.  Excerpts  from  the  applica¬ 
tion,  which  includes  the  evidentiary  requirements,  are  included  as 
appendix  II. 

The  ssn  card  contains  a  name  and  a  nine-digit  account  number  and  is 
issued  primarily  to  U  S.  citizens  and  aliens  authorized  to  work.  Addition¬ 
ally.  ssa  issues  nonwork  ssn  cards  to  legal  aliens  who  are  not  authorized 
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to  work.  Since  1974,  ssa  has  issued  1.8  million  of  these  nonwork  cards, 
primarily  for  banking  purposes  Until  May  1982,  these  nonwork  cards 
looked  no  different  than  other  ssn  cards.  Since  then,  however,  nonwork 
cards  contain  the  legend  on  the  front  "not  valid  for  employment."  About 
half  of  the  1.8  million  nonwork  ssn  cards  have  this  legend. 

Since  the  introduction  of  the  ssn  in  1936.  over  300  million  numbers  have 
been  issued  on  16  different  valid  versions  of  the  paper  cards.  At  pre¬ 
sent,  about  210  million  of  these  numbers  are  considered  active,  accord¬ 
ing  to  ssa,  and  at  least  75  percent  were  issued  without  proof  of  the 
individual’s  identity  or  citizenship.  About  16.7  million  cards  wr°  issued 
in  1987,  7.9  million  of  which  were  replacements. 

The  advent  of  computerized  record-keeping  and  legislation  requiring  the 
use  of  the  social  security  card  and  number  for  various  purposes  has 
placed  increasing  public  and  commercial  emphasis  on  the  ssn  as  an  iden¬ 
tifier.  although  it  was  never  intended  to  serve  as  such.  As  early  as  1937. 
the  Social  Security  Board  (ssa's  predecessor)  decided  that  the  states 
should  use  the  ssn  for  administering  state  unemployment  insurance  pro¬ 
grams  rather  than  develop  a  new  system.  Use  of  the  ssn  increased  signif¬ 
icantly  in  1962,  when  the  Internal  Revenue  Service  required  its  use  for 
taxpayer  identification  purposes.  Today,  the  ssn  card  is  used  for  a  wide 
variety  of  identification  purposes — for  example,  in  the  military,  to 
attend  school,  and  for  federal  employment,  hospital  admittance,  and  eli¬ 
gibility  for  state  and  federal  assistance. 


The  objectives  of  our  review  were  to  ( 1 )  explore  ways  to  reduce  the 
potential  for  fraudulently  obtaining  an  ssn  card,  (2)  explore  ways  to 
reduce  the  potential  for  fraudulently  using  a  card,  and  (3)  identify  tech¬ 
nological  alternatives  for  producing  and  issuing  cards  that  are  more 
resistant  to  counterfeiting. 

While  our  objectives  were  limited  to  the  ssn  card  as  it  would  be  used  in 
administering  irca,  our  review  identified  other  related  matters  bearing 
on  the  effective  administration  and  implementation  of  the  act.  Where 
appropriate,  we  have  included  discussions  of  those  matters  in  this 
report,  although  they  were  not  part  of  the  legislative  mandate. 

To  attempt  to  quantify  the  various  ways  persons  fraudulently  obtain 
and  use  the  ssn  card,  we  held  discussions  with  iiiis’s  Office  of  Inspector 
General  (old),  ssa,  ins,  and  the  Secret  Service  to  learn  what  their  prior 


Objectives,  Scope,  and 
1  Methodology 


PaK<-  1 1 


(•AO  HRD-NX-1  Social  Security  Cards 


Chapter  1 
Introduction 


studies,  reviews,  and  investigations  had  revealed.  Such  information  can 
help  identify  strategies  for  better  controlling  ssn  cards. 

To  learn  how  the  potential  for  fraudulently  obtaining  a  valid  ssn  from 
ssa  might  be  reduced,  we  reviewed  ssa’s  issuance  process,  which  has 
changed  dramatically  over  the  years.  A  chronology  of  the  development 
of  the  application  process  and  controls  is  included  in  appendix  III.  On 
the  basis  of  our  past  work,1  a  recently  completed  oig  report  on  the  appli¬ 
cation  process.-'  and  discussions  with  ssa  officials,  we  concluded  that  the 
most  significant  threat  to  the  integrity  of  the  card  issuance  process  is 
fraudulent  or  invalid  evidence — most  commonly  a  birth  certificate  or  an 
ins  document — submitted  in  support  of  an  application.  Consequently, 
we  focused  on  ways  in  which  ssa  can  better  assure  itself  that  documents 
provided  in  support  of  an  application  are  genuine  and  belong  to  the 
applicant. 

In  pursuing  this  objective,  we  observed  the  application  process  in  30 
field  offices  in  4  ssa  regions — Philadelphia,  New  York,  Dallas,  and  San 
Francisco  These  regions  were  selected  primarily  to  provide  a  wide  geo¬ 
graphic  distribution  and  to  include  areas  with  extensive  illegal  alien 
populations.  At  the  offices,  we  interviewed  the  office  managers  and  a 
total  of  88  employees  to  obtain  their  views  on  the  application  process, 
their  ability  to  detect  fraudulent  documents,  and  the  adequacy  of  train¬ 
ing.  Also,  we  held  discussions  with  the  mis  oig  and  ssa  headquarters 
officials  to  obtain  their  views  on  ways  to  enhance  the  integrity  of  the  ssn 
card  application  process. 

To  determine  how  to  prevent  individuals  from  fraudulently  using  a 
card,  we  examined  ways  in  which  cards  have  been  so  used,  and  we 
reviewed  and  evaluated  the  results  of  a  pilot  ssn  verification  project 
underway  in  Dallas.  The  project  enables  employers  to  phone  ssa  to  ver¬ 
ify  the  validity  of  an  ssn  provided  by  a  job  applicant  .  We  also  obtained 
information  on  an  ins  project  that  validates  the  status  of  aliens  by 
checking  a  computerized  database. 

Because  persons  can  fraudulently  use  someone  else's  valid  ssn  card 
when  seeking  employment,  we  examined  options  available  for  placing 
additional  identifying  data  on  the  ssn  card  to  better  link  the  card  to  the 


1  Reissuing  Tamper-Resistant  Cards  Will  Not  Kliminate  Misuse  of  Social  Security  Numlters 
(HRD-ftl-20.  Dec.  2:i,  1080). 

-Controls  Over  the  Social  Security  Number  Application  Process.  May  !!W7  (OAI-llo  Sti-tMHi'J?  i 
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owner.  But,  while  such  measures  have  potential  to  reduce  fraudulent 
use,  they  could  be  viewed  as  creating  a  national  identification  card. 

To  identify  alternative  technologies  for  making  the  ssn  card  more  resis¬ 
tant  to  counterfeiting,  we  performed  literature  searches  and  met  with 
government  and  private  sector  representatives.  Contacts  within  govern¬ 
ment  included  the  Bureau  of  Engraving  and  Printing,  the  Government 
Printing  Office,  ins,  and  ska.  Among  the  private  sector  contacts  were 
companies  that  are  large  users  of  various  card  technologies  and  organi¬ 
zations  that  develop  or  market  techniques  for  improving  card  security 
(see  app.  IV).  The  organizations  were  selected  on  the  basis  of  our  discus¬ 
sions  with  various  government  officials  and  literature  searches. 

We  also  reviewed  assessments  of  card  technologies  used  or  being  consid¬ 
ered  by  other  federal  agencies,  These1  included  a  recent  ins  study  to  iden¬ 
tify  an  appropriate  technology  for  its  alien  registration  cards  and 
ongoing  assessments  at  the  Department  of  Transportation  (to  develop  a 
secure  commercial  driver’s  license)  and  the  Department  of  Defense  (to 
develop  an  employee  identification  card).  Lastly,  we  reviewed  an  assess¬ 
ment  of  a  l  .S.  Department  of  Agriculture  (psda)  project  designed  to 
develop  a  card  for  peanut  farmers  to  enable  the  government  to  better 
account  for  subsidies  provided. 

We  did  not  validate  the  cost  of  the  card  technologies  discussed  in  this 
report — the  data  contained  in  the  report  are  based  on  discussions  with 
vendors — nor  did  we  validate  the  claims  made  about  performance.  Fur¬ 
ther,  nothing  in  this  report  should  be  construed  as  our  endorsement  of 
any  particular  product,  service,  or  technology. 

Comments  on  a  draft  of  this  report  were  solicited  from  mis  and  the 
Department  of  .Justice.  Their  comments  were  considered  in  finalizing 
this  report.  (See  apps.  V  and  VI.) 

Our  work,  done  from  January  through  August  1987,  was  in  accordance 
with  generally  accepted  government  auditing  standards 
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The  nation’s  estimated  7  million  employers  are  required  to  review 
thousands  of  different  documents  allowed  as  evidence  of  employment 
eligibility  under  irca,  but  employers  generally  are  not  in  a  position  to 
make  sound  judgments  on  the  genuineness  of  these  documents.  Employ¬ 
ers  have  been  given  little  guidance  and  education  on  the  characteristics 
of  fraudulent  and  genuine  documents.  Moreover,  even  ssa  employees, 
who  are  trained  in  document  authentication,  often  have  difficulty  deter¬ 
mining  whether  documents  are  authentic  and  relate  to  the  person 
presenting  them. 

To  simplify,  and  make  more  realistic,  employer  verification  under  irca, 
the  ssn  card  could  be  designated  as  the  only  authorized  employment  eli¬ 
gibility  document.  Such  an  option  should  have  minimal  adverse  impact 
on  the  public  because  the  Internal  Revenue  Service  already  requires  that 
all  employees  have  an  ssn  for  tax  purposes.  Whether  employment  eligi¬ 
bility  documents  other  than  the  ssn  card  are  needed  should  be  studied. 

Currently,  the  cost  of  replacement  cards  generated  as  a  result  of  irca  is 
covered  by  the  Social  Security  Trust  Funds,  a  practice  that  may  be  con¬ 
trary  to  congressional  intent.  Also,  requiring  ssn  cards  for  employment 
eligibility  could  significantly  increase  the  cost  to  the  trust  funds  by 
increasing  the  demand  for  replacement  cards. 


Employers  Not  in  a 
Position  to  Verify 
Documents 


Successful  implementation  of  irca's  employment  eligibility  provisions 
will  be  hampered  by  the  multitude  of  documents  employees  can  present 
as  evidence  of  eligibility.  Employers  are  responsible  for  reviewing 
thousands  of  possible  employment  eligibility  documents  to  determine  if 
they  “appear  genuine”  and  belong  to  the  presenter.  These  include  ins 
papers  and  thousands  of  different  birth  certificates  which,  as  discussed 
in  chapter  3,  present  problems  even  for  ssa  employees,  who  are  trained 
and  handle  such  documents  daily. 

Why  the  Congress  authorized  birth  certificates  and  five  other  types  of 
employment  eligibility  documents  in  addition  to  the  ssn  card  cannot  be 
determined  from  the  House,  Senate,  and  conference  reports  on  the  bills 
that  became  irca.  Such  authorization  does,  however,  give  employees 
flexibility  in  proving  they  are  eligible  to  work.  Also,  under  regulatory 
authority,  the  Attorney  General  authorized  10  other  work  eligibility 
documents  in  addition  to  those  authorized  by  the  Congress.  These  addi¬ 
tions  were  made  primarily  because  the  documents  were  being  used 
already  as  evidence  of  work  authorization  when  irca  was  enacted.  But, 
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Making  SSN  Card  Sole 
Evidence  of 
Employability 


in  the  future,  the  number  of  employment  eligibility  documents  estab¬ 
lished  by  regulation  will  be  limited  to  a  few  documents  with  improved 
security  features,  an  ins  official  told  us  in  October  1987. 

Education  of  employers  on  document  review  and  acceptance  has  been 
minimal.  Although  ins  provided  a  handbook  to  employers  in  July- August 
1987  that  explained  program  requirements  and  employer  responsibili¬ 
ties,  it  contains  little  information  on  the  characteristics  or  security  fea¬ 
tures  of  acceptable  documents.  For  instance,  the  handbook  provides  two 
examples  of  birth  certificates,  although  there  are  several  thousand  vari¬ 
ations  of  possible  birth  certificates  that  could  be  presented  to  employers. 
In  addition,  although  there  are  16  valid  ssn  cards,  the  handbook  pro¬ 
vides  a  picture  of  only  the  latest. 

We  do  not  believe  it  is  feasible  to  educate  employers  on  the  thousands  of 
acceptable  documents.  At  the  same  time,  unless  employers  are  given 
guidance,  the  employment  certification  process  under  irca  is  vulnerable 
to  fraud.  Further,  additional  controls  provided  by  replacing  the  ssn  card 
with  a  more  secure  version  would  be  limited  unless  employers  are 
advised  what  to  look  for. 

irca  requires  the  President  to  assess  the  adequacy  of  the  employment 
verification  system.  According  to  an  ins  official,  the  study  will  probably 
be  carried  out  by  an  interagency  work  group  composed  of  representa¬ 
tives  from  the  Departments  of  hhs,  Labor,  and  Justice. 


One  way  to  resolve  verification  difficulties  is  to  designate  the  ssn  card 
as  the  only  document  that  can  be  used  as  evidence  of  employment  eligi¬ 
bility  under  irca.  We  believe  the  ssn  card  would  meet  the  needs  of  both 
employers  and  employees  and  offer  advantages  over  the  present  system. 

With  such  a  change,  employers  would  have  only  the  ssn  card  with  which 
to  become  familiar,  rather  than  the  thousands  of  different  birth  certifi¬ 
cates  and  other  documents  that  now  can  be  provided  as  evidence  of 
employment  eligibility.  Also,  educating  employers  in  detecting  fraudu¬ 
lent  cards  would  be  more  feasible  than  trying  to  educate  them  on  the 
many  types  of  documents  now  authorized. 

Virtually  no  new  requirements  would  be  imposed  on  employment  seek¬ 
ers.  For  tax  purposes,  the  Internal  Revenue  Service  requires  everyone  in 
this  country  who  has  an  employer  to  have  an  ssn.  However,  persons 
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who  no  longer  have  or  cannot  locate  their  ssn  card  would  have  to  apply 
for  a  replacement  when  they  seek  employment. 

A  potential  drawback  of  such  a  proposal  is  that  it  could  be  viewed  as  a 
step  in  the  direction  of  a  national  identity  card.  On  the  other  hand, 
arguably  the  ssn  card  in  the  context  of  irca  is  an  employment  eligibility 
document,  not  an  identity  document.  This  proposal  does  not  address  the 
multitude  of  identity  documents  that  are  authorized  under  irca,  nor 
would  it  solve  the  problem  of  individuals  who  assume  a  false  identity 
and  use  an  ssn  card  not  their  own. 


Cost  of  Replacement  Cards  Another  possible  adverse  effect  of  this  option  is  that  it  would  likely 

increase  requests  for  replacement  ssn  cards.  Presently  under  irca,  if  a 
prospective  employee  did  not  have  an  ssn  card,  a  birth  certificate  could 
be  used  instead.  With  this  proposal,  individuals  would  have  to  request 
replacement  cards  if  they  had  lost  or  misplaced  their  ssn  card.  Over 
time,  however,  requests  for  replacement  cards  could  diminish  because  of 
the  increased  value  of  the  ssn  card  under  this  proposal. 

The  cost  of  issuing  replacement  cards  for  purposes  of  irca  could  be  sig¬ 
nificant.  In  fiscal  year  1987,  for  example,  ssa  issued  7.9  million  replace¬ 
ment  cards.  This  is  1.6  million  (or  25  percent)  higher  than  the  number  of 
replacement  cards  issued  in  fiscal  year  1986.  According  to  an  ssa  offi¬ 
cial,  the  significant  increase  in  1987  requests  probably  is  due  to  irca. 
Using  ssa’s  average  cost  of  $7.25  to  process  an  application  as  the  cost  to 
issue  a  replacement  card,  the  cost  to  process  the  additional  1 .6  million 
replacement  card  requests  in  fiscal  year  1987  was  about  $11.6  million. 
Using  the  ssn  card  as  the  sole  employment  eligibility  document  would 
likely  increase  this  cost  to  some  extent;  by  how  much  is  not  known. 

irca  provided  that  changes  to  the  ssn  card  are  to  be  paid  out  of  appro¬ 
priated  funds.  The  act,  however,  does  not  specifically  address  the 
financing  of  ssn  card  replacements  issued  as  a  result  of  irca. 

An  option  for  financing  the  cost  of  replacement  cards  under  irca  would 
be  to  charge  a  fee  for  all  or  certain  replacements.  Such  a  proposal  was 
made  earlier  in  an  mis  oig  report.  In  its  response  dated  June  15,  1984, 
ssa  said  it  opposed  charging  a  fee  for  ssn  card  replacements  for  a 
number  of  reasons,  including  that  issuing  replacements  served  ssa  pro¬ 
gram  purposes.  With  a  card  in  hand,  individuals  do  not  have  to  rely  on 
their  memories;  an  accurate  ssn  in  turn  will  result  in  accurate  posting  of 
earnings. 
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We  discussed  the  option  to  have  the  ssn  card  as  the  only  employment 
eligibility  document  under  irca  with  representatives  of  the  following 
organizations: 

•  Federation  for  American  Immigration  Reform  (a  nonprofit  organization 
whose  goals  are  to  end  illegal  immigration  and  to  "set  legal  immigration 
at  levels  consistent  with  the  .  .  .  realities  of  the  1980s"). 

•  National  Association  of  Manufacturers. 

•  American  Federation  of  Labor/Congress  of  Industrial  Organizations 
(AFL  CIO). 

•  U.S.  Chamber  of  Commerce. 

•  Mexican  American  Legal  Defense  and  Educational  Fund  (a  nonprofit 
organization  created  in  1968  to  protect  the  civil  rights  of  Mexican  Amer¬ 
icans  and  other  Hispanics). 

The  Federation  for  American  Immigration  Reform  supported  the  propo¬ 
sal,  saying  that  it,  coupled  with  a  telephone  verification  system  for  the 
ssn  card,  would  represent  an  improvement  for  ikca.  The  National  Associ¬ 
ation  of  Manufacturers  stated  that  the  proposal  should  have  negligible 
impact  on  the  ability  of  manufacturers  to  hire  employees  and  had  no 
problem  with  it,  provided  that  the  ssn  card  is  made  counterfeit  resistant. 
According  to  the  afl, CIO,  the  proposal  was  reasonable  provided  that  the 
ssn  card  is  made  counterfeit  resistant  and  advance  notice  of  the  change 
is  provided. 

The  Chamber  of  Commerce  and  the  Mexican-American  I.egal  Defense 
and  Educational  Fund  opposed  the  proposal  because  they  said  it  would 
reduce  the  flexibility  under  irca  and  preclude  employers  from  offering 
employment  and  employees  from  accepting  employment  on  a  timely 
basis. 

We  believe  there  should  be  little  adverse  impact  on  employees  or 
employers  under  this  option,  ins  regulations  provide  that  employees 
have  3  days  to  produce  the  required  identity  and  employment  eligibility 
documents.  If,  however,  the  documents,  including  the  ssn  card,  cannot 
be  produced  in  3  days,  the  employee  has  the  option  of  producing  a 
receipt  showing  that  he  or  she  has  applied  for  the  document  and  must 
then  produce  the  document  itself  within  21  days  of  hire. 

ssa  now  takes  on  average  1 1  days  to  issue  an  ssn  card.  In  the  vast  major¬ 
ity  of  cases,  ssa  card  issuance  time  should  be  sufficient  to  comply  with 
the  21-day  requirement,  but  a  regulation  change  could  extend  the  21- 
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day  limit  under  certain  extenuating  circumstances.  Furthermore,  appro¬ 
priate  advance  notice  of  the  proposed  change  would  permit  sufficient 
time  to  obtain  an  ssn  card. 

Concerning  the  desire  to  make  the  ssn  card  counterfeit  resistant,  the  cur¬ 
rent  version  of  the  card  does  have  counterfeit-resistant  features,  but  the 
other  versions  generally  do  not.  Actions  that  can  be  taken  to  make  ssn 
cards  counterfeit  resistant  are  discussed  in  chapter  5. 


Under  irca,  there  are  too  many  documents  that  can  be  used  for  employ¬ 
ment  eligibility  purposes  to  realistically  expect  employers  to  control 
unauthorized  employment.  Employers  are  expected  to  review  the  genu¬ 
ineness  of  thousands  of  possible  documents,  including  birth  certificates, 
which  present  problems  even  to  trained,  experienced  ssa  employees. 
With  so  many  allowable  documents,  the  employer  verification  system 
under  irca  is  very  vulnerable  to  fraud. 

ins's  plans  to  reduce  employment  eligibility  documents  established  by 
regulation  are  a  step  in  the  right  direction.  Beyond  this,  however,  the 
Attorney  General  should  also  study  whether  other  employment  eligibil¬ 
ity  documents  specifically  authorized  under  current  law  are  still  needed. 
For  documents  not  needed,  a  legislative  remedy  should  be  pursued,  and 
in  this  respect,  we  believe  the  required  presidential  report  on  the  ade¬ 
quacy  of  the  employer  verification  system  would  be  an  appropriate 
vehicle  to  convey  any  legislative  recommendations  to  the  Congress. 

The  Attorney  General  should  also  study  the  possibility  of  making  the 
ssn  card  the  only  employment  eligibility  document.  We  believe  this 
would  ( 1 )  simplify,  and  make  more  realistic,  employer  verification  and 
(2)  impose  no  new  requirements  on  the  public.  Because  reducing  the 
number  of  employment  eligibility  documents  could  significantly  increase 
requests  for  replacement  ssn  cards,  this  potential  additional  cost  should 
be  determined. 

irca  did  not  specify  who  should  absorb  the  additional  costs  of  issuing 
replacement  ssn  cards  to  persons  seeking  employment  who  no  longer 
have  cards.  Although  the  Social  Security  Trust  Funds  are  incurring  costs 
relating  to  such  requests,  irca  specified  that  the  costs  of  any  changes  to 
the  ssn  card  not  be  borne  by  the  trust  funds.  If  the  Congress’s  intent  is  to 
eliminate  or  minimize  the  additional  costs  incurred  by  the  trust  funds  as 
a  result  of  irca,  it  may  be  appropriate  to  finance  the  cost  of  replacement 
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cards  by  other  means,  such  as  appropriated  funds  or  fees  charged  to 
requesters  of  replacement  cards. 

Recommendations 

■ 

gao  recommends  that  the  Attorney  General  consider  reducing  the 
number  of  employment  eligibility  documents  and  specifically  consider 
making  the  ssn  card  the  only  authorized  employment  eligibility  docu¬ 
ment.  If  the  Attorney  General  concludes  that  the  number  of  employment 
eligibility  documents  under  irca  should  be  reduced,  gao  also  recom¬ 
mends  the  Attorney  General  and  the  Secretary  of  hhs  study  the  poten¬ 
tial  impact  of  such  a  change  on  requests  for  replacement  ssn  cards. 

Matter  for 

Consideration  by  the 
Congress 

The  Congress  may  wish  to  consider  whether  the  cost  of  replacing  ssn 
cards  as  a  result  of  irca  should  be  paid  for  from  either  appropriated 
funds  or  fees  charged  to  those  requesting  the  cards,  rather  than  from 
the  Social  Security  Trust  Funds. 

Agency  Comments 

■ 

The  Department  of  Justice  said  it  was  already  studying  ways  of  reduc¬ 
ing  the  number  of  employment  authorization  documents  and  would  have 
no  objection  to  studying  the  option  of  making  the  ssn  card  the  only 
employment  eligibility  document.  Justice  expressed  concern,  however, 
about  the  ease  with  which  ssn  cards  can  be  counterfeited.  As  previously 
stated,  we  recognize  that  ssn  cards  can  be  counterfeited,  and  later  in  this 
report,  we  discuss  actions  that  can  be  taken  to  make  the  cards  more 
counterfeit  resistant.  Because  the  ssn  card  is  already  authorized  for  evi¬ 
dence  of  employment  eligibility,  making  it  the  only  authorized  document 
would  not  make  the  verification  system  more  vulnerable.  It  would  elimi¬ 
nate  thousands  of  different  types  of  documents  with  which  employers 
may  have  no  familiarity. 

hhs  said  it  did  not  oppose  a  study  of  the  option  of  making  the  ssn  card 
the  only  employment  eligibility  document  under  irca.  hhs  said,  however, 
that  such  an  option  would  place  additional  “pressure"  on  the  card  (for 
example,  requests  for  replacements),  hhs  also  expressed  ssa's  concern 
that  the  card  not  become  a  national  identifier. 

In  our  draft  report,  we  recommended  that  the  Attorney  General  study 
the  potential  impact  of  a  reduction  in  the  number  of  employment  eligi¬ 
bility  documents  on  requests  for  replacement  ssn  cards.  Because  of  the 
potential  impact  on  ssa  operations,  hhs  said  that  it  believed  that  s.sa 

Page  19 


<iAO  HRD-88-4  Social  Security  Cards 


$ 

'•[! 

:v 


a 

v' 

>y 


1 


n 


Chapter  2 

Employer  Verification  of  Employment 
Eligibility  Impractical 


should  participate  in  this  study.  We  agreed  and  have  modified  our  rec¬ 
ommendation  accordingly. 
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ssa  has  encountered  problems  in  validating  the  documents  submitted  in 
support  of  applications  for  an  ssn  card,  especially  birth  certificates  and 
ins  documents.  Among  the  problems  with  birth  certificates  are  the 
following: 

•  Thousands  of  different  forms  and  versions  of  birth  certificates  exist, 
making  it  difficult  for  ssa  employees  who  review  ssn  applications  to  be 
familiar  with  all  of  them. 

•  Birth  certificates  are  relatively  easy  to  alter  or  counterfeit. 

•  There  is  no  practical  way  to  determine  that  the  birth  certificate  belongs 
to  the  applicant. 

ssa  has  taken  or  has  underway  various  initiatives  to  address  these  prob¬ 
lems.  Also,  ssa  is  exploring  on  a  pilot  basis  the  advantages  of  enumera¬ 
tion  (issuance  of  an  ssn)  at  birth,  if  desired  by  the  child’s  parents. 
Beyond  what  has  been  done,  however,  we  believe  ssa  should  take  addi¬ 
tional  action  to  provide  better  assurance  that  birth  certificates  fur¬ 
nished  in  support  of  ssn  applications  are  authentic. 

ins  documents  also  often  pose  problems  of  authenticity  for  ssa  employ¬ 
ees.  When  individuals  provide  ins  documents  in  support  of  an  applica¬ 
tion  for  an  ssn  card,  we  believe  that  ins,  not  ssa,  should  decide  if  they 
are  valid  before  a  card  is  issued,  because  ins  is  in  a  better  position  to 
determine  the  alien’s  status. 


Accuracy  of  SSA’s 
Review  of  Support 
Documents 


The  issuance  of  valid  ssn  cards  relies  heavily  on  the  interviewer’s 
review  of  the  support  documents  provided  by  the  applicant.  According 
to  ssa,  ssns  were  properly  issued  in  about  99  percent  of  cases  it 
reviewed.  The  validity  of  the  documents  presented,  however,  and  the 
adequacy  of  the  field  office  reviews  still  cause  ssa  some  concern. 

In  February  1986,  ssa’s  Office  of  Assessment  reported  on  a  study  of  the 
adequacy  of  evidence  accepted  in  support  of  ssn  card  applications.  In 
the  study — which  involved  a  sample  of  about  2,000  cases — personal 
contact  with  the  applicant  was  attempted,  the  evidence  presented 
reviewed,  and  the  evidence  verified  with  the  originating  organization. 
The  evidence  was  legitimate  in  about  99  percent  of  the  cases,  the 
reviewers  found,  concluding  that  generally  current  ssa  procedures  were 
adequate.  However,  the  study  also  concluded: 

"It  should  be  emphasized  that,  despite  the  redevelopment  and  extra  effort  called  for 
in  the  study,  we  cannot  report  with  absolute  certainty  that  the  age,  citizenship  and 
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identity  had  been  established  in  the  1 ,9H(i  eases  that  did  not  appear  to  involve 
fraud.  Marring  the  use  of  a  unique  identifier,  such  as  fingerprinting,  there  is  no  fool¬ 
proof  way  to  keep  people  from  using  false  information  to  secure  an  SSN.  Unfortu¬ 
nately.  the  kinds  of  documents  that  are  acceptable  in  applying  for  an  SSN  include 
several  that  are  easily  forged  or  obtained  under  false  pretenses  .  .  ." 

Also,  ssa's  high  validity  rates  may  be  due  to  the  fact  that,  until  irca,  an 
employer  needed  an  ssn  number  for  tax  purposes,  but  the  individual  did 
not  have  to  present  the  card.  With  the  enactment  of  irca  and  the  option 
of  using  the  card  to  prove  employability,  we  believe  the  incentives  are 
greater  for  illegal  aliens  to  obtain  a  valid  ssn  card  with  fraudulent  docu¬ 
mentation.  If  use  of  the  ssn  card  were  mandatory,  the  incentives  would 
be  even  greater. 

Our  discussions  with  ssa  field  office  personnel  corroborate  the  concern 
expressed  by  the  study  that  ssn  fraud  may  be  more  prevalent  than  the 
study  findings  suggest,  ssa  employees  are  responsible  for  reviewing  mil¬ 
lions  of  ssn  applications  per  year.  Their  review  includes  determining 
that  the  documents  relate  to  the  individual  and  are  genuine.  While  67 
percent  of  ssa  employees  (59  of  88)  we  interviewed  believed  the  training 
they  received  in  the  area  of  fraudulent  document  detection  was  ade¬ 
quate,  half  (44)  also  believed  that  fraudulent  documents  were  getting 
through  the  process. 

When  an  ssa  employee  suspects  a  document  is  fraudulent,  altered,  or 
does  not  belong  to  the  individual  presenting  it,  he  or  she  is  required  to 
verify  the  document  with  the  issuer.  For  birth  certificates,  verification 
involves  contacting  the  issuing  authority,  for  example,  a  county  or  state 
government.  To  accomplish  this,  each  ssa  field  office  is  given  the  name 
and  address  of  issuing  authorities  and  a  local  ssa  field  office  that  can 
assist  with  the  verification. 

Employees  we  interviewed  indicated  that  they  verify  on  average  less 
than  1  percent  of  the  documents  presented.  Nearly  half  of  the  employ¬ 
ees  believed  that  more  document  verification  would  identify  more  fraud. 
Reasons  most  frequently  cited  for  not  performing  more  verification 
included  lack  of  time  and  workload  pressures. 

To  help  its  field  offices  identify  fraud,  ssa  gives  them  information  on 
known  stolen  or  fraudulent  birth  certificates.  The  May  1987  oic.  report 
on  ssa’s  application  process  found,  however,  that  55  percent  of  employ¬ 
ees  interviewed  stated  they  probably  would  not  recognize  a  document  as 
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one  of  those  listed  in  the  operations  manual,  which  describes  stolen  and 
fraudulent  biith  certificates. 


Commonly  Identified 
Problems  With  Birth 
Certificates 


The  fraudulent  use  of  birth  certificates  to  obtain  other  documents  and 
identification  has  been  a  nationwide  problem  for  years.  Also,  such  mis¬ 
use  can  be  expected  to  increase  with  the  implementation  of  ikca.  Studies 
of  the  issues  and  possible  solutions  have  been  done  by  government  and 
private  groups,  but  limited  improvements  have  been  made. 


In  1976,  the  Federal  Advisory  Committee  on  False  Identification  identi¬ 
fied  the  birth  certificate  as  the  prime  source  from  which  to  establish  a 
false  identity  and  secure  additional  false  documentation.  Its  report  rec¬ 
ommended  standardizing  birth  records,  matching  birth  and  death 
records,  and  limiting  access  to  birth  certificates. 

A  June  1976  study  by  Mitre  Corporation  under  contract  to  the  Depart¬ 
ment  of  Justice  further  investigated  the  Advisory  Committee's  propos¬ 
als  on  birth  certificate  controls.  This  study  developed  detailed  plans  for 
implementing  the  recommendations.  Fraudulent,  use  of  birth  certificates 
it  concluded,  could  be  effectively  reduced  only  by  simultaneously 
addressing  the  application  process,  the  form  itself,  and  the  use  of  birth 
certificates  as  an  identification  document. 


In  1984,  the  Task  Force  on  Criminal  Implications  of  False  Identification1 
recognized  the  birth  certificate  as 


.  .  the  foundation,  or  breeder  document  for  almost  any  kind  of  identification  for 
citizens  .  .  .  Over  7,000  State  and  local  vital  records  offices  issue  birth  certificates 
with  no  uniform  standards  for  issuance  processes,  controls,  or  quality  of  documents 
In  some  jurisdictions,  birth  certificates  are  easily  counterfeited,  obtained  through 
imposture,  or  created  from  stolen  legitimate  blank  forms." 

Currently,  the  mis  oiG  has  underway  a  study  of  birth  certificates.  A 
draft  report,  Birth  Certificate  Fraud,  was  sent  to  iims  and  others  for 
comment  in  May  1987;  a  final  report  is  expected  to  no  issued  in  early 
1988. 


Common  problems  with  birth  certificates  as  identified  by  the  1984  Task 
Force  and  the  draft  1987  ok;  study  include  the  following: 


1  Part  of  the  At  h  (onfereiiee  of  I  lie  Judiciary  sponsored  In  the  orgnni/.al  ion  l«n\  s  ,n  \\  nrk 
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•  Inconsistency  in  birth  certificate  forms.  Birth  certificates  take  various 
forms.  Some  states  issue  short-form  certificates  containing  only  name 
and  date  of  birth,  while  others  use  long-form  certificates  containing  all 
birth  data,  including  parents’  names.  Some  states  also  allow  the  issuance 
of  certified  photocopies  instead  of  the  original.  A  few  states,  such  as 
California,  Texas,  and  Virginia,  prepare  their  birth  certificates  on 
banknote-type  paper  with  security  features.  Lastly,  while  some  states 
provide  certificates  for  use  by  local  governments,  the  latter  are  not 
required  to  use  them.  To  keep  costs  low,  some  local  governments  use 
commonly  available  paper  for  the  certificates. 

•  Easy  access  to  birth  certificates.  Individuals  can  easily  obtain  the  birth 
certificates  of  others.  Ten  states  allow  public  access  to  vital  records.  As 
a  result,  anyone  can  review  the  records  and  later  request  a  birth  certifi¬ 
cate  for  use  as  a  breeder  document  to  establish  a  false  identity.  Further¬ 
more,  the  other  states  generally  have  insufficient  controls  to  assure  that 
those  requesting  birth  certificates  are  entitled  to  the  document.  For 
example,  while  many  states  require  that  the  requester  be  the  individual 
or  the  parent,  guardian,  or  legal  representative  of  the  requesting  indi¬ 
vidual,  few  require  the  requester  to  furnish  identification.  Further,  most 
requests  for  birth  certificates  are  made  by  mail  or  phone. 

•  Ease  of  assuming  identity  of  another  person.  Individuals  can  obtain  the 
birth  certificate  of  a  dead  person,  using  information  from  newspaper 
accounts  or  death  registers.  While  most  states  are  beginning  to  match 
their  own  birth  and  death  records,  possibilities  for  misuse  still  exist.  For 
instance,  some  states  do  not  notify  local  offices  of  deaths  so  that  an 
appropriate  notation  can  be  made  to  local  records. 

•  Theft  of  legitimate  blank  birth  certificate  forms.  Due  to  the  variety  of 
forms  and  the  many  locations  at  which  they  are  available,  legitimate 
blank  forms  are  vulnerable  to  theft,  ssa's  policy  is  to  alert  its  staff  to  the 
existence  of  stolen  birth  certificate  forms;  however,  the  agency  depends 
on  local  offices  to  notify  it  of  thefts,  ssa  uses  updates  to  its  operations 
manual  to  alert  field  offices  of  the  theft  of  specific  localities'  birth  cer¬ 
tificate  forms. 


Problems  With  INS 
Documents 


The  use  of  fraudulent  or  altered  ins  documents  is  a  problem  facing  ssa  in 
its  enumeration  of  aliens.  There  are  17  different  versions  of  ins's  resi¬ 
dent  alien  cards  ( 1-151  and  1-551 ).  as  well  as  many  other  ins  forms  used 
by  aliens  to  prove  their  legal  status,  irca  specifically  authorizes  use  of 
the  resident  alien  cards  as  evidence  of  employment  eligibility. 


ins  documents  represented  t  he  majority  of  documents  questioned  and 

verified  by  ssa  employees  in  the  course  of  their  work,  ssa  field  office  i 
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employees  we  interviewed  told  us.  Hut  t hey  generally  conceded  that, 
although  they  ask  for  verification  of  more  ins  documents  than  birth  cer¬ 
tificates.  the  ins  documents  they  verify  still  represent  a  small  portion  of 
ins  documents  they  receive  and  accept,  l'he  ssa  instructions  list  15  dif¬ 
ferent  types  of  acceptable  ins  documentation,  ranging  from  a  stamp  in  a 
passport  to  the  1-551  with  detectable  security  features.  Counterfeits  of 
most  of  these  documents,  however,  are  readily  available,  according  to 
ins.  ins  is  developing  a  new  resident  alien  card  (1-551 )  with  enhanced 
security  features. 

Aliens  entering  the  United  States  initially  contact  ins  to  obtain  a  perma¬ 
nent  resident  card  but  normally  do  not  receive  it  for  many  weeks.  Fre¬ 
quently.  aliens  will  next  contact  ssa.  Without  a  permanent  resident  card, 
most  aliens  present  ssa  with  the  ins  form  1-94  (Arrival-Departure  Rec¬ 
ord)  inserted  in  their  passport  or  a  stamped  passport  as  proof  of  legal 
status  and  right  to  work.  Both  a  stamped  passport  and  a  passport  with 
an  1-94  are  specifically  authorized  as  evidence  of  employment  eligibility 
under  iroa. 

According  to  ins  officials,  the  1-94  form,  which  is  on  card  or  paper  stock, 
has  no  security  features.  The  form  contains  an  ins  stamp,  expiration 
date,  and  work  authorization,  but  is  not  standardized.  For  example,  the 
work  authorization  may  be  handwritten  or  stamped.  Likewise,  stamping 
may  be  either  in  rust  or  purple  ink. 

The  absence  of  security  features  for  the  1-94  form  led  one  ssa  field  office 
to  initiate  a  pilot  project  to  validate  all  I-94's  presented  as  evidence  of 
alien  status.  Of  the  280  1-94  forms  the  office  submitted  to  ins  for  review. 
50  (or  20  percent)  were  found  to  be  fraudulent. 

There  are  also  problems  with  the  authenticity  of  alien  cards,  both  the 
1-551  and  1-151  permanent  resident  cards  for  aliens.  The  variety  of  alien 
cards  now  in  use  and  the  lack  of  quality  control  in  producing  and  issuing 
the  earlier  versions  of  the  cards  have  contributed  to  the  ease  of  altering 
or  counterfeiting  these  documents.  Issued  since  1941.  these  cards  have 
been  updated  over  the  years  to  include  additional  security  features.  But 
existing  cards  were  not  replaced,  and  17  versions  are  now  in  use. 

One  security  feature  of  the  ins  alien  card  is  that  certain  portions  of  the 
fard  art1  to  fluoresce  when  exposed  to  a  black  light.  ssa  field  office  staff 
reported,  however,  that  the  alien  cards  do  not  always  fluoresce.  As  a 
result,  ssa  personnel  either  must  verify  the  document  with  INS  or  accept 
it  as  valid. 
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Verification  with  ins  varies  from  a  telephone  call  to  a  written  request 
According  to  some  ssa  employees  that  we  talked  to  (8  of  88),  ins 
responses  can  take  about  30  days,  which  can  significantly  delay  the 
issuance  of  a  card.  Because  timely  processing  of  ssn  applications  is  a 
merit  pay  goal,  ssa  employees  told  us  the  time  required  to  verify  ins 
alien  cards  is  viewed  as  excessive. 


A  number  of  options  exist  for  improving  the  integrity  of  the  alien 
enumeration  process.  These  include  ( 1 )  stationing  ssa  personnel  at  ins 
locations  to  process  the  applications,  (2)  verifying  all  ins  documents 
through  an  automated  system,  and  (3)  requiring  ins  to  enumerate  aliens 
(which  we  support). 

That  ssa  should  examine  the  feasibility  of  stationing  ssa  employees  at 
selected  ins  locations  to  process  ssn  applications  for  foreign-bom  non¬ 
citizens  was  a  recommendation  of  the  May  1987  oig  report.  Both  ins  and 
ssa  would  benefit  from  the  improved  controls,  the  report  concluded, 
because  illegal  aliens  or  those  lawfully  admitted  and  not  entitled  to  work 
would  be  deterred  from  applying  for  ssns.  In  instances  where  an  ssa 
office  continued  to  accept  ssn  applications  from  aliens,  all  ins  documents 
presented  as  evidence  would  be  verified  with  ins.  ssa,  responding  to  the 
recommendation  on  September  1,  1987,  stated: 

"In  determining  how  enumeration  workloads  emanating  from  the  immigration  legis¬ 
lation  would  be  processed,  we  considered  outstationing  and  decided  against  it. 
Instead,  the  Immigration  and  Naturalization  Service  (INS)  has  agreed  to  review  and 
certify  SS-5s  filed  by  applicants  for  legalization  under  the  Immigration  Reform  and 
Control  Act  of  198(5.  This  arrangement,  however,  does  not  apply  to  aliens  currently 
entering  the  country  or  to  aliens  whose  status  is  being  changed  for  other  reasons. 

We  would  like  to  suggest  that  OIG  study  the  INS  certification  of  SS-5s  to  see  if  a 
similar  process  is  feasible  for  other  alien  enumeration  workloads." 

Another  possibility  is  use  by  ssa  of  the  ins  computerized  system  called 
save  (Systematic  Alien  Verification  for  Entitlements).2  save  allows  access 
to  ins’s  computerized  records  of  legally  admitted  aliens  for  determining 
their  eligibility  for  various  federal  entitlement  programs  (e.g.,  Aid  to 
Families  With  Dependent  Children,  Medicaid,  unemployment  benefits, 
and  food  stamps)  An  important  limitation  on  save’s  effectiveness  is  the 
time  lag  in  entering  the  data  to  the  system.  Twenty  percent  of  ssa  inquir¬ 
ies  would  require  a  manual  search,  an  ins  supervisor  estimated,  because 


INS  Should  Certify 
Aliens’  Work  Status  to 
SSA 


Page  26 


GAO/HRD-88-4  Social  Security  Cards 


Enumeration  at  Birth 
Could  Help  to  Reduce 
Fraud 


Chapter  3 

SSN  Application  Process  Vulnerable  to  Fraud 


the  applicant  is  newly  arrived  and  not  yet  on  the  system.  In  addition, 
the  current  system  would  need  to  be  modified  to  include  work  authoriza¬ 
tion  data  ssa  would  need  to  determine  the  type  of  card  to  issue. 

We  believe  that  the  third  option,  having  i\s  certify  ss\  applications  dur¬ 
ing  its  processing  of  aliens,  is  the  most  advantageous.  In  fact,  this  proce¬ 
dure  is  already  in  place  for  the  amnesty  program.  Applicants  for 
amnesty  may  need  valid  ssns  for  many  purposes,  including  employment 
and  reporting  taxes.  Under  the  amnesty  program,  ins  is  to  certify  the  ssn 
applications  of  legalization  applicants,  and  when  this  is  done,  an  ssa 
employee  picks  them  up  and  takes  them  to  ssa  for  processing  and  issu¬ 
ance  of  an  ssn  card.  This  option  has  the  following  advantages: 

ins  would  assume  responsibility  for  certifying  the  eligibility  of  aliens  to 
work  in  this  country,  thus  eliminating  ssa  concerns  over  the  legitimacy 
of  ins  documents. 

Aliens  would  not  have  to  visit  ssa  for  an  ssn  card. 

No  stationing  of  ssa  employees  at  ins  locations,  a  proposal  to  which  ssa 
already  has  objected,  would  be  required. 

Problems  with  the  timeliness  of  ins  or  save  verifications  would  be 
eliminated. 


ssa’s  current  process  of  issuing  ssns  requires  the  individual  or  someone 
representing  the  individual  to  apply  for  a  number,  a  labor-intensive  pro¬ 
cess.  It  could  be  changed  to  take  advantage  of  available  computer  tech¬ 
nology.  One  such  change  would  be  to  enumerate  all  U.S.-born  children  at 
birth  using  a  tape  interchange  process  with  the  states,  ssa  could  then 
issue  an  ssn  card  for  each  infant  based  on  the  birth  certificate  informa¬ 
tion.  As  far  back  as  1972,  amendments  to  the  Social  Security  Act  author¬ 
ize  ssa  to  take  measures  to  assure  issuance  of  ssn  cards  to  young 
children. 

ssa  is  pursuing  the  issue  of  voluntary  enumeration  at  birth  on  a  pilot 
basis  with  three  states — New  Mexico,  Indiana,  and  Iowa.  Because 
enumeration  is  voluntary,  parental  consent  to  share  hospital  birth  data 
maintained  by  the  states  is  necessary.  If  the  parents  approve,  the  child 
will  be  enumerated  through  a  tape  interchange  between  the  states  and 
ssa,  and  a  card  will  be  mailed  directly  to  the  family.  Enumeration  at 
birth  offers  significant  economies  for  ssa  because  it  eliminates  direct 
handling  of  the  ssn  application  by  ssa  staff.  To  process  each  ssn  applica¬ 
tion  costs  about  $7.25,  ssa  estimates,  saying  that  a  state-to-ssA  tape 
interchange  would  result  in  substantial  savings. 
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ska  field  offices  do  verify  some  documents,  but  many  staff  we  inter¬ 
viewed  said  that  documents  are  not  verified  because  of  workload  pres¬ 
sures  and  lack  of  time.  Also,  many  employees  believe  that  additional 
verification  would  uncover  more  fraud.  While  we  are  not  certain  what 
the  payoff  of  additional  verification  would  be,  we  believe  that  ska 
should  at  least  explore  this  issue  on  a  pilot  basis  to  determine  its 
benefits. 


The  enumeration  process  for  aliens  should  be  modified,  ska  and  ins 
should  develop  a  plan  that  provides  for  ins  to  certify  to  ssa  the  employ¬ 
ment  eligibility  of  aliens.  Even  if  the  high  validity  rates  in  ssa's  internal 
1986  report  were  accurate,  the  situation  may  have  changed  since  irca 
was  passed. 


Recommendations 


We  recommend  that  the  Secretary  of  mis  direct  the  Commissioner  of 
Social  Security  to  experiment  with  increased  document  verification  to 
determine  the  extent  of  fraud  and  the  benefits  of  additional  verification. 

We  also  recommend  that  the  Secretary  of  mis  and  the  Attorney  General 
develop  a  plan  for  the  enumeration  of  aliens  that  would  provide  that  ins 
certify  the  employment  eligibility  of  aliens  applying  for  an  ssn  card  or 
establish  an  alternative  method  of  employment  eligibility  verification 
that  would  be  as  effective. 


Agency  Comments 


mis  said  that  it  was  confident  that,  on  the  whole,  ska's  verification  pro¬ 
cedures  were  adequate,  mis  acknowledged,  however,  that  there  an' 
"pockets  of  problems"  and  accordingly  would  pursue  the  recommenda¬ 
tion  to  experiment  with  more  verification,  mis  noted  that  it  is  committed 
to  further  study  in  the  document  verification  area  and  that  ssa  plans  to 
expand  arrangements  for  voluntary  enumeration  at  birth,  which  mis 
currently  views  as  the  best  solution  to  the  problems  associated  with  evi¬ 
dence  and  document  verification. 


In  our  draft  report,  we  proposed  that  the  Secretary  of  lilts  and  the  Attor¬ 
ney  General  develop  a  plan  for  the  enumeration  of  aliens  under  which 
ins  would  certify  aliens'  eligibility.  The  Department  of  Justice  said  that 
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it  was  willing  to  study  the  proposed  recon unendation  but  that  it  also 
wanted  to  study  other,  less  costly  alternatives  to  having  ins  certify 
aliens'  eligibility,  such  as  the  enhanced  use  of  save.  We  have  revised  our 
recommendation  to  reflect  that  another,  equally  effective  method,  if 
developed,  could  be  used. 


hhs  said  that  it  was  in  general  agreement  with  the  recommendation  and 
pointed  out  a  number  of  potential  problems  that  may  have  to  be 
addressed  as  part  of  examining  the  alien  enumeration  process. 
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ska’s  current  process  for  issuing  social  security  cards  allows  certain 
aliens  to  receive  cards  that  do  not  adequately  reflect  their  limited  work 
authorization.  Many  aliens  receive  an  ssn  card  that  looks  no  different 
than  any  other,  even  though  they  are  allowed  to  work  only  for  a  certain 
period  of  time. 

An  option  being  explored  by  ska  to  prevent  ssn  card  misuse  is  a  tele¬ 
phone  verification  system  for  employers.  Another  alternative  is  to  place 
on  the  ssn  card  additional  identifying  data  that  will  link  the  card  to  its 
owner.  This  latter  option,  however,  may  run  counter  to  irca’s  intent  not 
to  establish  a  national  identity  card. 


Need  to  Annotate 
Cards  for  Certain 
Aliens 


SSN 


Most  aliens  are  admitted  to  the  United  States  under  temporary  status, 
not  as  resident  aliens.  These  temporary  aliens  are  permitted  to  stay  in 
the  country  for  specific  time  periods  and  may  be  given  authorization  to 
work  for  all  or  part  of  their  stay. 


Furthermore,  the  status  of  temporary  aliens  can  change  during  their 
stay.  For  example,  some  temporary  aliens  may  be  granted  an  extension 
of  their  stay  and  work  authorization.  Others  may  be  granted  extensions 
but  without  work  authorization.  In  other  cases,  neither  their  stay  nor 
their  work  authorization  may  be  extended,  but  they  possess  a  valid  ssn 
card  with  no  time  limitation,  ssa  records  do  not  contain  the  time  limit  for 
work  authorization,  there  is  no  requirement  to  update  ssa’s  records  to 
show  the  alien's  current  status,  and  cards  with  an  unlimited  life  are 
issued  to  aliens  who  are  only  authorized  to  work  in  the  United  States  for 
a  limited  time. 


Thus,  employers  reviewing  the  ssn  cards  of  such  individuals  would  not 
discern  their  restricted  work  status.  Like  all  other  cards,  those  issued  to 
aliens  contain  only  a  name  and  an  ssn.  One  way  to  address  this  problem 
is  to  put  an  expiration  date  on  the  card.  Another  way  is  to  place  a  legend 
on  the  card  stating  in  effect  that  it  is  valid  for  employment  purposes 
only  if  accompanied  by  an  ins  document  that  specifically  authorizes 
employment.  The  latter  has  the  advantage  of  eliminating  the  need  for 
ssa  to  issue  a  new  card  whenever  the  temporary  status  of  aliens 
changes.  At  the  same  time,  however,  it  increases  the  potential  for  fraud 
in  situations  where  an  accompanying  ins  document  can  be  altered  or 
counterfeited. 
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One  option  under  consideration  by  ssa  to  reduce  the  fraudulent  use  of 
ss.\  cards  is  to  institute  a  telephone  verification  system  for  employers 
that  would  validate  the  legitimacy  of  the  ssn.  Another  option  would 
place  on  the  ssn  cards  additional  identifying  data,  such  as  a  picture  or 
physical  description  that  more  directly  links  the  card  to  its  authorized 
owner. 


SSA’s  Telephone  Currently,  ssa  is  conducting  a  pilot  project  to  determine  the  feasibility  of 

Verification  Project  a  telePh°ne  verification  system  for  the  use  of  employers.  The  project’s 

goals  are  to  ( 1 )  evaluate  ways  to  more  effectively  control  the  issuance  of 
ssns  and  their  use  in  the  workplace  and  (2)  reduce  the  incidence  of  earn¬ 
ings  reported  by  employers  for  their  employees  under  incorrect  ssns. 
Also,  the  study  will  help  ssa  prepare  for  the  ssn  validation  study 
required  under  irca  to  determine  the  feasibility  and  cost  of  an  ssn  vali¬ 
dation  system  for  employers. 

Participation  in  the  project,  begun  January  20,  1987,  is  voluntary  and 
available  to  about  70.000  employers  in  the  Dallas.  El  Paso,  and  Corpus 
Christi  areas.  The  verification  unit,  housed  in  an  ssa  Dallas  district 
office,  responds  to  inquiries  of  employers  who  provide  the  employee's 
name,  ssn,  and  date  of  birth.  An  ssa  employee  checks  the  database  to 
verify  that  ssa  records  show  that  the  number  was  issued  to  the  person 
named  and  with  that  date  of  birth.  If  the  information  provided  does  not 
agree  with  ssa’s  record,  the  employer  is  advised  to  tell  the  prospective 
employee  to  contact  an  ssa  office  for  resolution. 

Through  December  15,  1987,  employers  had  made  about  13,500  calls  to 
verify  23,158  ssns  of  prospective  employees,  ssa  was  able  to  verify  81 
percent  of  the  ssns  provided  for  verification.  A  name  mismatch  was  the 
primary  reason  the  unit  could  not  verify  the  ssns.  Other  reasons 
included  the  date  of  birth  differed,  the  number  provided  was  invalid,  or 
the  individual  was  not  authorized  to  work.  Table  4  1  summarizes  the 
results  of  the  project. 


Options  to  Reduce 
Fraudulent  Use  of  SSN 
Cards 
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Number 

Percent 

Positive  verification 

18,761 

81  0 

Incomplete  verification 

392 

1  7 

Negative  verification 

4,005 

173 

Name 

2,517 

109 

Date  of  birth 

822 

36 

Invalid  SSN 

486 

2  1 

Nonwork  SSN 

162 

07 

Other 

18 

■ 

Total  attempted  verifications 

23,158 

100.0 

Employers  in  high-turnover  industries — including  construction  compa¬ 
nies,  building  trades,  temporary'  employment  agencies,  and  food  service 
companies — were  the  most  likely  to  contact  ssa  to  verify  employee  ssns. 

The  project  provides  some  assurance  to  employers  that  the  ssn  card  pre¬ 
sented  by  prospective  employees  is  valid  and  the  individual  presenting 
it  is  the  owner.  This  verification  could  reduce  the  number  of  individuals 
using 

fraudulent  cards  with  invalid  numbers, 
nonwork  or  restricted  ssn  cards,  and 

cards  belonging  to  children  or  other  persons  where  the  age  entered  dif¬ 
fers  significantly  from  that  of  the  bearer  of  the  card. 

This  system  would  not.  however,  prevent  individuals  from  sharing  ssn 
cards  or  from  fraudulently  obtaining  valid  cards. 

Nor  can  ssa's  pilot  be  used  to  project  the  results  of  a  national  verifica¬ 
tion  project,  for  a  number  of  reasons.  This  pilot  is  voluntary,  and  less 
than  2  percent  of  the  employers  in  the  area  have  used  it.  In  addition,  the 
three  cities  selected  are  in  an  area  with  a  large  illegal  population,  which 
could  skew  the  results  of  verifications  attempted.  Lastly,  the  pilot  was  a 
manual  process  in  that  ssa  employees  handled  the  calls  manually.  A 
national  verification  system,  if  one  were  to  be  established,  would  likely 
use  an  automated  system  as  much  as  possible. 

While  initially  intended  to  bo  a  b-month  pilot,  the  pilot  was  still  operat¬ 
ing  as  of  January  7,  1988  No  decision  had  been  made  on  the  project’s 
future. 


I'*#.-  12 


<«AO  HRI>-H84  Social  Security  (  «rd« 


Personal  Identifying  Data 
on  the  SSN  Card 


Conclusions 


Chapter  4 

SSN  Cards  Vulnerable  to  Fraudulent  I'se 


Another  option  for  reducing  fraudulent  use  of  the  ssn  card  involves 
placing  personal  identifying  data  on  it  to  allow  it  to  be  linked  to  the 
bearer.  Personal  identifying  data  can  include  height,  weight,  eye  color,  a 
photograph,  a  fingerprint,  or  some  other  information  that  can  be  used  to 
verify  the  bearer’s  identity.  However,  including  such  data  could  be  con¬ 
strued  as  a  step  toward  using  the  card  as  an  identity  document,  which 
may  be  in  conflict  with  irca. 

Although  the  card’s  integrity  could  be  enhanced  by  adding  a  photo¬ 
graph,  doing  so  would  require  periodic  reissuance  to  account  for  changes 
in  appearance  over  time.  Identifying  data,  such  as  height,  weight,  and 
eye  color,  as  is  shown  on  most  driver's  licenses  could  also  be  added. 
Again,  periodic  reissuance  would  be  required  to  keep  the  information 
current  and  usable. 

More  reliable  identifiers,  such  as  fingerprints  and  the  unique  character¬ 
istics  of  the  retina  and  voice,  are  available  but  involve  the  use  of  special¬ 
ized  equipment  or  technical  skills.  These  identifiers  would  result  in  a 
system  that  is  costly  and  impractical  for  general  use,  because  of  the 
need  for  computer  capability  to  verify  the  data  or,  if  done  manually, 
review  by  technical  specialists.  For  example,  a  computerized  system 
using  fingerprints  would  cost  an  estimated  $30,000  for  a  terminal  that 
reads  and  verifies  the  fingerprints  on  the  card.  In  addition,  these  identi¬ 
fiers,  especially  fingerprints,  have  a  criminal-like  connotation,  which 
could  cause  a  negative  public  reaction. 

One  identifier  that  could  be  placed  on  the  card  is  the  date  of  birth. 
Including  a  date  of  birth  could  reduce  some  of  the  present  misuses  of  the 
card  and  would  give  employers  some  assurance  that  the  user  is  the 
bearer.  For  example,  including  a  date  of  birth  would  eliminate  some  of 
the  sharing  of  snns  that  currently  occurs.  Most  notably,  alien  parents 
would  no  longer  be  able  to  use  the  card  of  a  l’. S  -born  child  as  their  own. 
However,  including  any  additional  data  would  increase  the  use  of  the 
card  as  an  identity  doc  ument. 


At  present,  an  alien  with  a  temporary  work  authorization  can  obtain  an 
sss  card  that  looks  no  different  from  any  other  card,  ssa’s  issuance  pro¬ 
cedures  need  to  be  modified  to  annotate  such  cards  to  indicate  an  alien’s 
temporary  authorization 
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Recommendation 


We  recommend  that  the  Secretary  of  mis  and  the  Attorney  General 
develop  a  plan  for  annotating  ssn  cards  for  aliens  who  are  authorized  to 
work  in  this  country  on  a  temporary  basis. 


Agency  Comments 


Justice  said  that  ins  staff  are  involved  in  discussions  on  this  and  other 
related  issues  with  ssa.  and  ins  had  no  objection  to  intensifying  these 
discussions  in  accordance  with  our  recommendation. 

mis  said  that  it  supported  developing  a  plan  for  annotating  cards  for 
aliens  authorized  to  work  on  a  temporary  basis,  mis  also  said  it  did  not 
favor  putting  an  expiration  date  on  the  ssn  card  because  of  the  frequent 
requests  for  replacement  that  such  an  approach  could  generate,  mis  also 
pointed  out  that  annotating  the  ssn  card  could  constitute  a  “major 
change”  under  irca  and  therefore  would  have  to  be  preceded  by  advance 
notice  to  the  Congress. 
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Chapter  5 


Options  for  Making  the  SSN  Card  More 
Counterfeit  Resistant 


Security  Features  of 
SSN  Cards 


Many  technologies  exist  to  increase  the  security  of  the  SSN  card,  espe¬ 
cially  its  resistance  to  counterfeiting.1  These  range  from  making  minor 
changes  to  the  existing  card  to  undertaking  a  major  redesign,  such  as 
creating  a  card  with  an  integrated  circuit  that  would  be  tied  into  a 
national  database  and  could  be  read  by  any  employer.  The  costs  associ¬ 
ated  with  these  alternatives  range  from  a  fraction  of  a  penny  to  about 
$5  per  card,  exclusive  of  the  cost  for  card-reading  equipment. 


Copying  machines  that  can  copy  colors  pose  a  significant  counterfeiting 
threat  to  the  ssn  card.  Making  the  card  copy-proof  to  this  technology 
would  be  relatively  inexpensive.  We  recommend  that  steps  be  taken  to 
counter  the  threat  of  color  copiers,  but  do  not  believe  additional  techno¬ 
logical  changes  are  justified  for  a  number  of  reasons,  including  (1)  the 
relatively  high  cost,  (2)  the  uncertain  benefits,  and  (3)  many  major  prob¬ 
lems  that  would  be  left  unresolved,  for  example,  the  inherent  problem 
with  birth  certificates. 


Beginning  on  October  31,  1983,  ssa  issued  a  revised  ssn  card  (version 
no.  16)  with  built-in  security  features  that  made  the  card  more  counter¬ 
feit  resistant.  Since  then,  the  revised  ssn  card  has  been  issued  to  about 
40  million  individuals  applying  for  original  and  replacement  cards. 
About  267  million  ssn  cards  that  were  issued  under  the  15  earlier  ver¬ 
sions  of  the  card  remain  valid  and  have  little  resistance  to 
counterfeiting. 


The  current  card  was  designed  in  consultation  with  the  Department  of 
the  Treasury’s  Bureau  of  Engraving  and  Printing,  the  Secret  Service, 
and  the  Government  Printing  Office.  Its  security  features  combine  the 
uniqueness  of  the  paper,  printing,  and  the  inks  used.  A  copy  of  the  card 
is  shown  in  figure  5. 1 . 


The  major  security  features  of  the  current  ssn  card,  their  purpose,  and 
the  method  of  checking  them  are  summarized  in  table  5.1. 


Includes  resistance  to  tampering  and  altering  the  information  on  the  card 
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Figure  5.1:  Copy  of  Current  SSN  Card 
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Table  5.1:  Security  Features  of  the 
Current  SSN  Card 


Security  feature 

Requires 

Advantage 

Marbleized  blue  background  tint  in  a  random 
pattern  that  is  erasable 

No  sensory 
aid 

Allows  easy  detection  of 
alterations 

Yellow  pink  and  blue  planchettes  (discs) 
implanted  in  a  random  pattern  on  front  and 
back  of  the  card 

No  sensory 
aid 

Very  time-consuming  for  a 
counterfeiter  to  reproduce 

Intaglio  printing  providing  a  raised  effect  and 
abrasiveness  that  can  be  felt  when  examined 
by  touch 

No  sensory 
aid 

This  printing  technology  not 
widely  available  and  is 
difficult  to  replicate 

Microline  printing  on  signature  line  which 
appears  and  photocopies  as  a  solid  line,  but 
the  words  Social  Security  Administration'1 
are  visible  with  a  magnifying  glass 

Sensory  aid 

Offset,  the  method  of 
printing  most  commonly 
available  and  used  by 
counterfeiters,  cannot 
replicate  this  effect 

HHS  seal  blue  planchettes.  and  the  words 
Social  Security  Administration  fluoresce 
under  ultraviolet  light 

Sensory  aid 

Fluorescent  inks  not 
generally  used  by 
counterfeiters  because  they 
are  not  needed  to  produce  a 
passable  document 

Daper  used  for  the  card  has  special  reactions 
fo  chemicals  commonly  used  for  alterations  or 

erasures 

Technical 

expertise 

This  paper  not  commonly 
available  and  is  expensive 
Counterfeiters  generally  use 
readily  available,  low-cost 
paper 

Most  features  are  easily  discernible  without  technical  expertise,  as  the 
table  shows.  These  features  were  selected,  according  to  ssa  officials, 
because  of  the  wide  use  of  the  ssn  card  and  the  limited  technical  skills  of 
the  reviewing  individuals. 
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Color  Copiers — A 
Major  Counterfeiting 
Threat 


Available  Counterfeit- 
Resistant  Technologies 


Paper  Cards 


Over  time,  new  technologies  emerge  that  allow  individuals  to  tamper 
with  or  duplicate  the  currently  counterfeit-resistant  documents.  Govern¬ 
ment  and  industry  officials  are  concerned  about  the  new  generation  of 
color  copiers  that  are  expected  to  be  introduced  on  a  wide-scale  basis. 
These  copiers  pose  an  immediate  threat  to  documents  such  as  the  ss.\ 
card  that  rely  heavily  on  color  as  a  security  feature.  With  these  copiers, 
even  the  most  casual  counterfeiter  can  easily  produce  a  card  that  likely 
would  be  acceptable  to  reviewers. 

The  Treasury  Department  also  has  expressed  concern  over  color  copiers 
and  is  adding  a  security  feature  to  I'.S.  currency  that  will  make  photo¬ 
copying  impossible.  This  security  feature  is  a  clear  polyester  thread, 
imbedded  in  the  paper,  that  will  not  copy.  Other  options  available  to 
prevent  copying  of  documents  include  a  void  feature  (which  is  not  visi¬ 
ble  on  the  original  document  but  becomes  visible  when  copied),  a  water¬ 
mark  in  the  paper,  or  a  latent  image  in  the  design  that  will  also  not  copy. 


Technologies  exist  to  provide  security  features  that  discourage  individu¬ 
als  from  producing  counterfeit  cards.  If  the  incentives  are  great  enough, 
however,  persons  will  attempt  to  counterfeit  even  the  most  secure  docu¬ 
ments.  Further,  counterfeiters  do  not  strive  for  a  perfect  replica  of  a 
document,  but  one  that  will  he  widely  accepted  as  authentic  in  the  con¬ 
text  of  its  intended  use. 

Security  features  that  can  be  applied  to  cards  depend  largely  on  the 
choice  of  card  medium — paper,  plastic,  or  polyester.  Hence,  for  discus¬ 
sion  purposes,  we  group  the  technologies  in  these  categories. 


Paper  cards,  which  typically  cost  a  few  pennies  to  produce,  generally 
offer  the  most  flexibility  because  security  features  added  to  a  paper 
medium  can  include  a  combination  of  the  card  design,  paper  stock,  print¬ 
ing  style,  and  inks. 

A  paper  card  can  be  designed  so  that  it  can  be  authenticated  by  visual  as 
well  as  technical  inspection.  Card  design  can  include  security  features 
such  as  optical  variable  devices — hidden  or  visible  images  that  appear 
or  change  appearance  when  viewed  at  different  angles.  For  example, 
holograms  are  laser-produced  optical  variable  designs  that  are  difficult 
to  reproduce. 


Page  37 


<»A(>  IIRD-H8-4  S<*cial  Security  Cards 


Chapter  5 

Options  for  Making  the  SSN  Card  More 
Counterfeit  Resistant 


The  paper  stock  can  have  features  that  are  difficult  to  reproduce  in  any 
manufacturing  plant  other  than  the  original.  Such  features  include 
watermarks,  colored  or  metallic  threads,  and  certain  chemical  reactivity 
incorporated  into  the  stock. 

Printing  techniques  can  make  it  difficult  to  reproduce  the  card  without 
expensive  equipment  that  is  not  widely  available.  For  example,  intaglio 
printing  can  print  intricate  designs  in  three  dimensions.  This  printing 
process  can  foil  the  efforts  of  most  counterfeiters,  whose  equipment  is 
less  sophisticated. 

Paper  cards  can  also  absorb  a  variety  of  inks,  some  having  security  fea¬ 
tures  such  as  sensitivities  to  chemicals,  heat,  or  light.  For  example,  vari¬ 
ous  inks  are  available  that  inhibit  the  duplication  of  exact  colors,  have 
special  reactive  features,  and  do  not  photograph  or  photocopy  well. 

Information  on  the  various  human-readable  security  features  that  could 
be  applied  to  the  present  ssn  card  appears  in  table  5.2.  The  cost  of  indi¬ 
vidual  features  generally  would  represent  a  one-time  design  cost  that 
would  add  a  fraction  of  a  penny  to  the  cost  of  individual  cards. 
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Table  5.2:  Human-Readable  Security  Features  That  Could  Be  Added  to  the  Current  SSN  Card 


Category 

Security  feature 

Description 

Counterfeit  deterrence/comment 

Desg" 

Latent  image 

Document  observed  from  an 
oblique  angle  reveals  an  otherwise 
hidden  image 

Image  cannot  be  reproduced  by 
camera  or  copier 

Hoioprint 

Color  shifts  are  observed  upon 
angle  changes 

Color  shifts  cannot  be  reproduced  by 
photocopying 

Can  be  affixed  to  all  card  mediums 

Holograms 

Optical  diffracting  structures 
produced  using  laser  interference 
methods 

Costs  5  to  7  cents  per  card 

Established  process  for  which 
nonsecurity  applications  such  as 
advertising  and  product  promotions 
are  increasing 

Not  practical  tor  paper  applications— 
increases  thickness 

Fine  line  vignettes 

Engraved  tmy  lines  and  dots  of 
lifelike  scenes  or  ob|ects 

Engraved  lines  will  appear  broken  if 
photographic  duplication  is  attempted 

Void  feature 

Uses  hidden  images  that  are  not 
visible  on  the  original  document 

When  photocopied  the  background 
washes  out  and  the  word  void 
appears  on  the  copy 

Pao-3r 

Aatemark 

Obvious  or  less  obvious  design 
incorporated  mto  paper  during  the 
manufacturing  process  that 
becomes  visible  when  held  up  to 
the  light 

Used  in  European  currencies 

Cannot  be  photographed  or 
photocopied 

Can  be  used  only  with  paper 

Colored  secunty  fibers 

Colored  fibers  are  imbedded  in  the 
paper  and  can  be  seen  under  close 
inspection  (unaided)  and  removed 
vvit h  tweezers 

Used  in  U  S  currency 

Counterfeiters  will  often  place  replicas 
of  the  fibers  on  the  paper  and 
because  they  are  not  fibers,  they 
cannot  be  removed 

Security  'breads 

A  clear  polyester  metal  thread  is 
incorporated  m  the  paper 

Thread  is  detectable  only  with 
transmitted  light — not  reflected  light 
that  is  used  by  copiers 

Under  development  for  use  in  U  S 
currency 

Vetamo  neat 

Heat  sensitive  ink  changes  colors 
m  reaction  to  temperature  changes 

Requires  no  hardware— uolor  changes 
can  be  affected  by  touch 

Photocopies  will  not  produce  the 
same  effect 

Vetamenc  ink  pairs 

7, vo  colors  that  appear  the  same  to 
the  naked  eye  but  under  spectral 
analysis  are  different 

Photcopies  as  two  colors 

P'n'.fv-, 

Lathe  /, o r k 

Abstract  and  geometric  patterns 
that  can  be  applied  to  paper 

Cannot  be  accurately  reproduced 
without  knowing  the  precise  lathe 
settings 

Generally  will  not  photocopy  well 

Split  fountain  inking 

‘Multiple  coiors  are  used  to  produce 
the  background  ol  a  document 

Copies  cannot  accurately  reproduce 
the  blending  of  colors 

Used  on  new  U  S  Treasury  checks 
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Additional  security  features  that  can  be  added  to  the  current  paper  ssn 
card  include  ones  that  are  not  human  readable.  These  include  the  mag¬ 
netic  stripe,  which  is  not  generally  used  on  paper  documents.  Magnetic 
stripes  are  discussed  in  detail  in  the  following  section. 

Another  technology  that  can  be  applied  to  paper  to  insure  the  legitimacy 
of  the  card  involves  the  use  of  a  light  beam  to  scan  the  paper  document 
and  read  the  random  natural  fiber  patterns.  This  pattern  is  then  digi¬ 
tized  for  inclusion  directly  on  the  card  or  on  a  magnetic  stripe.  The 
authenticity  of  the  card  then  can  be  checked  by  scanning  the  card  with  a 
light  beam  and  comparing  this  with  the  digitized  pattern  encoded  on  the 
card.  Present  uses  of  this  technology  include  stock  certificates  and  cer¬ 
tain  retail  items  to  prevent  the  acceptance  of  fraudulent  certificates  or 
counterfeit  goods.  The  costs  associated  with  this  technology  include  2  to 
20  cents  per  card  and  $75  to  $200  for  off-line  readers. 


Plastic  or  Polyester  Cards  Plastic  cards  are  very  common  (most  notably  in  credit  cards)  and  cost  10 

to  15  cents  each.  Polyester  cards  are  much  less  common  and  have  the 
advantage  of  being  very  flexible,  unlike  plastic  cards,  which  can  break, 
crack,  or  bend  out  of  shape  over  time.  The  cost  of  a  polyester  card 
ranges  from  35  to  50  cents. 

The  major  advantage  that  plastic  and  polyester  cards  offer  over  paper 
cards  is  that  they  can  use  data  storage  mechanisms  that  are  not  gener¬ 
ally  compatible  with  paper  cards.  The  mechanisms,  including  magnetic 
stripes,-  integrated  circuits,  and  lasers,  provide  increased  security  over 
the  card  data. 


P? 

£ 

to 


Magnetic  Stripe 


These  technologies  however,  are  more  costly,  requiring  the  use  of  elec¬ 
tronic  equipment,  ranging  from  off-line  readers  that  merely  validate  the 
card  and  the  data  encoded  on  the  card  to  on-line  systems  that  are  linked 
to  a  central  database  and  provide  further  verification  of  the  card’s 
validity  and  data.  In  addition,  the  integrated  circuit  and  laser  cards  and 
related  equipment  are  not  now  standardized  to  ensure  an  interchange 
between  systems  made  by  different  manufacturers.  The  following  sec¬ 
tions  describe  these  storage  mechanisms  in  greater  detail. 


The  magnetic  stripe  is  the  most  widely  used  and  accepted  machine- 
readable  data  storage  method  in  the  United  States.  The  credit  card  and 

-Magnetic  stripes  can  lx1  used  with  paper  cards  lint  generally  are  not  because  plastic  is  more  durable. 
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banking  industries  have  used  magnetic  stripe's  for  years  to  encode  data. 
The  stripe  can  store  200  characters  of  data  and  requires  a  reader  to 
interpret  the  data  and  validate  the  card’s  authenticity. 

The  commercial  availability  of  readers  and  coding/ decoding  equipment 
diminishes  the  magnetic  stripe’s  protection  against  counterfeiting.  As  a 
result,  the  magnetic  stripe  is  not  nearly  as  secure  and  counterfeit  resis¬ 
tant  as  it  once  was. 

To  overcome  the  security  concerns  with  the  current  magnetic  stripe,  a 
new  technology  has  developed.  This  is  a  special  tape  process  that  per¬ 
manently  codes  a  number  on  the  magnetic  tape  during  manufacturing. 
The  number  is  encoded  on  a  portion  of  the  magnetic  tape,  which  makes 
the  data  on  the  tape  secure,  anticounterfeit,  and  unalterable.  Any 
attempts  at  alteration  or  counterfeiting  are  prevented  since  the  encoded 
portion  of  the  tape  will  no  longer  be  valid.  Existing  readers  for  magnetic 
stripe  cards,  which  cost  $100  to  $150  each,  can  be  modified  for  $50  to 
accommodate  the  use  of  this  type  of  magnetic  stripe.  A  new  reader  is 
about  $195. 


Integrated  Circuits  Integrated  circuit  cards,  generally  called  "smart  cards."  involve  the 

placement  of  a  microchip,  microprocessor,  and  memory  in  a  plastic  or 
I've  (polyvinyl  chloride)  card.  The  data  stored  in  the  chip  can  be  verified 
or  manipulated  for  purposes  of  updating. 

In  the  United  States,  use  of  integrated  circuits  as  a  technology  to  store 
data  is  generally  limited  to  pilot  testing  and  development.  However, 
integrated  circuits  are  in  widespread  use  in  France  and  .Japan — where 
the  technology  was  developed. 

Security  of  the  card  is  considered  high  since  the  issuer  is  the  only  person 
able  to  change  data  encoded  on  the  card.  Access  to  and  alteration  of 
card  data  by  others  require  technical  expertise  and  sophisticated  equip¬ 
ment.  Unauthorized  attempts  to  alter  card  data  would  invalidate  the 
card,  and  reactivation  could  be  done  only  by  the  issuer. 

Smart  cards  require  special  reading  equipment  to  validate  authenticity. 
In  addition,  the  information  embedded  in  the  card  can  be  interfaced 
with  a  central  database  to  provide  additional  verification  of  the  card’s 
validity  or  update  the  card  data.  Off-line  card  readers  that  validate  the 
card's  authenticity  cost  $200,  while  on-line  readers  that  require  comput¬ 
erized  equipment  and  telephone  lines  cost  considerably  more. 
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Some  major  credit  card  companies  are  testing  smart  cards  in  the  United 
States.  Officials  of  these  companies  view  smart  cards  as  the  future  tech¬ 
nology  that  will  be  used  for  credit  cards.  They  told  us  that  implementa¬ 
tion  is  not  expected  in  the  near  term  because  of  the  lack  of  industry 
standards  and  the  public  education  and  acceptance  that  will  be  needed. 

Governmental  agencies,  including  the  Department  of  Agriculture,  the 
Department  of  Defense,  and  ins,  also  have  explored  the  use  of  smart 
cards.  After  2  years  of  pilot  testing,  i'sda  is  now  issuing  smart  cards  to 
peanut  farmers  to  control  the  peanut  price-support  programs.  These 
cards,  to  be  issued  to  65,000  farmers,  will  allow  i'sda  to  track  the 
farmer’s  production,  allocated  quotas  under  the  price  support  program, 
and  the  price.  I'sda  is  now  considering  a  similar  pilot  test  for  tobacco 
farmers. 

The  Department  of  Defense  and  ins  have  conducted  studies  of  available 
card-based  technologies  including  smart  cards  for  improvements  to  their 
identification  card  systems.  No  decisions  have  been  made  on  the  tech¬ 
nology  to  be  used,  but  their  studies  raised  concerns  about  the  durability 
of  the  chip  and  the  pvc  card  and  the  cost.  Current  estimated  cost  for  a 
smart  card  is  $10  to  $12,  but  industry  officials  state  that  production  of 
quantities  in  excess  of  a  million  would  reduce  the  cost  per  card  to  $3  to 
$4,  excluding  the  cost  of  readers. 


Laser  Data  Storage  Laser  data  storage,  also  generally  limited  to  pilot  testing  and  develop¬ 

ment  in  the  United  States,  offers  dramatic  improvements  over  both  the 
magnetic  and  integrated  circuit  storage  methods.  Cards  using  laser  stor¬ 
age  have  very  large  storage  capacities  (up  to  800  pages  of  character 
data).  In  addition  to  character  data,  lasers  can  be  used  to  record  images, 
including  voice  prints,  fingerprints,  X-rays,  and  photographs.  This  capa¬ 
bility  is  a  feature  that  makes  laser  storage  more  attractive  than  mag¬ 
netic  stripes  and  integrated  circuits,  which  can  only  encode  character 
data. 

Laser  data  storage  has  been  tested  for  use  in  the  health  care  industry. 
The  system  under  development  is  designed  to  provide  each  subscriber 
with  a  card  that  has  laser-encoded  insurance,  medical,  and  personal 
information.  Health  care  providers  will  have  the  equipment  to  read  and 
write  information  on  the  card.  As  a  result,  the  provider  will  have  imme¬ 
diate  access  to  a  patient's  medical  history,  which  could  eliminate  unnec¬ 
essary  tests  and  assist  in  providing  emergency  care.  In  addition,  use  of 
this  system  will  automatically  generate  an  insurance  claim. 
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While  laser  technology  offers  dramatic  improvements  in  storage  capac¬ 
ity.  it  is  still  in  the  early  stages  of  development.  The  plans  to  implement 
a  laser  card  system  in  the  health  care  industry  have  been  put  on  hold 
due  to  problems  with  the  development  of  the  ancillary  equipment  and 
the  insurance  company's  concern  that  only  a  sole  supplier  exists. 

The  estimated  cost  for  a  laser  card  ranges  from  $1.50  to  $5.00.  The  read¬ 
ers  cost  $050.  while  a  reader  and  writer  costs  $1,600.  Further,  while 
laser  data  storage  is  much  greater  than  that  available  with  magnetic 
stripes  or  integrated  circuits,  this  storage  capacity  is  more  than  is 
needed  tor  most  applications. 


A  summary  comparison  of  the  electronic  data  storage  methods,  includ¬ 
ing  costs  of  the  card  and  the  related  equipment,  appears  in  table  5.3. 
The  cost  figures  have  not  been  validated  and  are  based  on  discussions 
with  vendors. 


Table  5.3:  Data  Storage  Mechanisms 
Usable  With  Plastic  or  Polyester  Cards 


Technology  (cost) 

Magnetic  stripe  ($  05  per 
card  plastic) 


Magnetic  watermark 
Magnetic  tape  is 
permanently  encoded 
during  tape-manufacturing 
process  ($  12-  30/card) 

Integrated  circuit  (About 
$3  50/card) 


Hardware  (cost)  Remarks 


Reader  (quantities  of  1 .000  or 
more.  $100  $  150) 


Converting  available  readers 
($50) 

New  reader  ($195) 


Commercially  used  lo  verify 
validity  of  credit  cards  and 
authorize  access  to 
automated  banking 


Card  reader  ($95  in  quantities 
of  1 .000  or  more) 

Card  reader  without 
keyboard  ($100-$500) 
Personal  computer  ($1 ,500- 
2.000) 

Reader  with  keyboard 
($2,000-3.000) 


Commercial  use  in  U  S 
generally  limited  to  pilots  in 
credit  card  industry  and 
sales/inventory  recording 
USDA  use  for  peanut  farmers 


Laser  i  About  $1  50-5  00/card)  Reader/writers  ($1 ,600)  Pilot  testing  in  health  care 

Readers  ($650)  industry 
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Should  Security  of  the 
SSN  Card  Be 
Upgraded? 


*> 


As  stated  earlier,  the  ssn  card  should  be  upgraded  to  deal  with  the 
threat  posed  by  color  copiers.  Beyond  this,  however,  we  art'  not  recom¬ 
mending  additional  changes  to  the  card  for  the  following  reasons: 

Significant  enhancements  to  the  security  of  the  ssn  card,  such  as  linking 
the  card  to  the  owner  through  fingerprints  or  photographs,  may  run 
counter  to  irca’s  intent  not  to  establish  a  national  identification  card. 
Even  the  most  secure  card  would  be  vulnerable  to  the  shortcomings  of 
the  ssn  card  application  process.  That  is.  birth  certificates  and  other 
documents  are  easily  counterfeited  or  altered,  and  currently  there  is  no 
effective,  practical  way  of  proving  that  the  bearer  of  the  certificate  is 
the  owner. 

I'nder  irca.  numerous  documents,  including  birth  certificates,  can  be 
used  for  employment  eligibility  purposes.  As  long  as  these  numerous 
documents  are  acceptable,  securing  the  ssn  card  would  only  result  in  an 
increased  use  of  the  other  documentation. 

The  more  sophisticated  technology  is  relatively  expensive  and  in  some 
cases  is  still  under  development. 

Rapid  advancements  in  technology  may  make  today’s  technology  obso¬ 
lete  relatively  soon.  Also,  for  essentially  the  same  reason,  what  is  coun¬ 
terfeit  resistant  today  may  not  be  tomorrow  (for  example.  U.S. 
currency). 

Another  significant  factor  to  consider  in  upgrading  the  security  of  the 
ssn  card  is  the  administrative  cost  of  reissuance,  which  is  in  addition  to 
the  cost  of  the  card  itself,  ssa  estimates  its  administrative  costs  for  com¬ 
pletely  reissuing  the  over  200  million  active  cards  would  be  about  $1.1 
billion,  (ssa’s  total  annual  administrative  costs  are  about  $4  billion.) 

If  required  to  completely  reissue  the  cards,  ssa  officials  told  us  ssa 
would  not  automatically  reissue  cards  to  current  card  holders.  Rather, 
ssa  would  require  individuals  to  apply  for  a  replacement  card  and  pro¬ 
vide  the  necessary  proofs  before  a  card  would  be  issued.  To  merely 
reissue  cards  to  existing  cardholders  would  allow  some  of  the  problems 
in  ssa's  records  to  continue  because  most  cards  were  issued  before  ssa 
required  applicants  to  provide  proof  of  citizenship  and  identity.  As  a 
result,  requiring  applications  for  a  replacement  card  would  help  ssa  to 
prevent  ineligible  individuals  currently  holding  a  valid  card  from 
obtaining  a  new  one. 

An  alternative  to  mass  reissuance  of  ssn  cards  would  be  to  adopt  the 
technology  of  choice  for  only  new  or  replacement  cards.  This  would 
essentially  avoid  the  $1.1  billion  cost  of  mass  reissuance,  but  would  also 
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reduce  the  benefits  to  be  realized  from  the  new  technology  because  the 
old  cards  would  still  be  valid.  This  is  the  approach  we  believe  ssa  should 
take  to  begin  countering  the  threat  of  color  copiers,  and  we  believe  it 
appropriate  for  the  reasons  discussed  earlier. 

Another  problem  with  proceeding  with  an  expensive  upgrade  of  the 
security  of  the  sss  card  is  that  the  benefits  of  an  upgrade  are  not  well 
known.  Neither  ssa  nor  ins  has  done  studies  that  would  quantify  the 
extent  or  nature  of  the  misuse  of  ssx  cards. 

Annually,  ins  apprehends  about  1  million  illegal  aliens.  Many  of  these 
aliens  have  ssn  cards  in  their  possession,  and  ins  in  turn  forwards  the 
cards  to  ssa.  Sampling  and  systematically  analyzing  these  cards  by  ins 
could  answer  important  questions,  such  as  the  following: 

•  How  many  of  the  cards  are  counterfeit? 

•  What  versions  of  the  cards  are  being  counterfeited? 

•  How  many  and  what  versions  have  been  altered? 

•  Is  the  number  on  the  card  valid  or  invalid? 

•  If  valid,  does  the  number  and  name  match  ssa’s  records? 

•  Does  the  card  name  match  the  name  ( if  known)  of  the  alien  who  was 
apprehended? 

The  answers  to  these  questions  would  be  helpful  in  developing  a  strat¬ 
egy  to  address  the  misuse  of  ssn  cards. 


Conclusions 


Recommendations 


A  significant  threat  to  the  integrity  of  the  ssn  card  is  the  introduction  of 
the  new  generation  of  color  copiers,  and  we  believe  that  ssa  should  act 
to  safeguard  future  ssn  cards  against  this  threat.  To  accomplish  this, 
there  are  a  number  of  relatively  inexpensive  technological  alternatives 
from  which  to  choose. 

Also,  we  believe  that  ins  and  ssa  should  conduct  a  study  of  ssn  cards 
confiscated  from  illegal  aliens.  Such  a  study  could  yield  useful  informa¬ 
tion  to  both  agencies  to  help  combat  the  misuse  of  ssn  cards. 


We  recommend  that  the  Secretary  of  mis  direct  the  Commissioner  of 
Social  Security  to  secure  new  and  replacement  ssn  cards  against  the 
threat  posed  by  color  copiers. 
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Options  for  Making  the  SSN  Card  More 
Counterfeit  Resistant 


Agency  Comments 


We  also  recommend  that  the  Attorney  General  and  the  Secretary  of  mis 
study  the  cards  confiscated  from  illegal  aliens  to  identify  the  extent  and 
methods  employed  to  obtain  and  use  sss  cards. 


mis  said  that  it  has  already  taken  action  to  address  the  color  copier 
threat  and  all  new  and  replacement  ssx  cards  will  contain  a  newr  security 
feature. 

The  Department  of  Justice  said  it  favors  enhanced  security  features  for 
the  ss\  card,  but  believes  that  the  threat  posed  by  color  copiers  is  only  a 
small  part  of  the  problem.  Iioth  Justice  and  mts  supported  the  recom¬ 
mended  study,  stating  it  w'ould  give  a  clearer  picture  of  the  nature  and 
scope  of  the  problem. 
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Appendix  I 


Employment  Eligibility  Verification  (Form  1-9) 


EMPLOYMENT  ELIGIBILITY  VERIFICATION  (Form  1-9) 


I  I  MPI  OUHNHIRMUION  AM)  \  t  HIH(  ATION  !  *K  s.-mp.cird  a 


r-  -  -  Surf  N.iw  ami  Vimhct 


Month  !>J.  S  .1 : 


Vsi.l  Vst.!.lv  N  ,»,h.  • 


I  allrst.  undrr  prnaltv  of  perjurv  that  i  am  ichrck  a  h 


states  >  Ven  Si/iiN  i  \ 


I  allr\i  undrr  penal!  *  of  prrjurv .  thr  documents  (ha I  I  h»'r  prrsrnlrd  a*  f'  idrnir  of  idrntits  and  employment  rligihilit  *  arr  trnumr  and  rrlair  In  rar  I  imiairr  that 
frdrral  la*  provides  f«r  imprisonment  and  or  ftnr  for  anv  false  statements  or  use  of  false  documents  in  connection  *uh  this  certificate 


!»*»•  M  -tf  lU.  \e 


N.tim  •  l*i  iio  -I  I  v  jv  . 


V.I.f-  -  ■sr.vct  N.imu  and  Vimhcf 


I  t  MP1  <»>*(  KAMI*  \N|»  v  }  KIH<  MION  I  ■  hr  I.  •itipwi*‘»}  and  otfiird  *n  cmpio 


l«i-  •  i-  .t  ...  •.ifTM-v  !r.:v  I  .si  \  t'ul .  nr.,  k  thr  appr  prute  m-s  OR  n  amine  ■•nc  J»h  ument  !  r  ■  -m  I  ,*t  H  and  on-  tt.-m  I  is*  (  and  vKvk  the  approprutc 

!'•  Document  Identification  Nrrmhrr  .i'h!  /  ipiraiion  Date  !<>t  tin  d<s  innent  she*  kcd 


I  >«* 1 1 men i >  rli.it  1  stjhhsh 


I  >ov  urtirnt  s  Hut  I  si  jMish 


If'  •*.!»  I  -tip  .  .:*n  rt  I 


I  mpiov  merit  I  : i |t ■  Ki . •  t 


;  □  |  \  St ,ite  .ssiird  driver  -  Inetlvr  "t  .«  Mate 

i  |  sn  i'.t  I  !>  ..t'.l  *  it  h  .i  phi>ii»jjMpii  .it 

j  . . .  -n«iud:ne  name  w\  date  *>t 

hull;  tieiph*  aright  and  soioi  n?  eves 


i.l!  Sci  unit  Nutihc’  t  ar.J  (other 


’  -\  hirth cert div ate  issued  h\ 
municipal  authoniv  hcannp 


□  >  I  nev poed  INS  I  n 


r  1  a  •>,  pn. ,p-  ( 


I  tin  ument  Identification 


Document  Identification 


Document  Identificatio 


f  tpiratmn  Date  tif  a . 


t  cpttalion  Date  tif  ant  / 


A  xpiration  Dare  ttf  a 


i  I  K  I  If  It  \  I  IttN  |  attrsl.  undrr  prnaltv  of  perjurs.  that  I  havr  examined  thr  documrnts  presented  hv  thr  abovr  individual,  that  thrv  apprar  to  hr  frnumr  and  to 
rrlair  to  thr  individual  named  and  that  ihr  individual,  lo  Ihr  hrvi  of  m»  knowledge.  is  eligible  to  work  in  thr  1  mtrd  States 


Nan, i  •*■>.•,1  I  x p.- 
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Employment  Eligibility  Verification 
(Form  19) 


Kmplovment  Klig.bilil.  Verification 


SI*  111  t  \  in  hi  ■.  it  vt.ffxtlkx  1 1  ni:  1  h.-  :  nt«  >r  ni.it  ion  on  .hi.  I « >i  in  ..  m  I  ilk  V  l  n  ivd  St  jl.'.  I  ikU'  Si\i  ,.hi  I  1 ’4  V  u hi. ti 

tcuu.tes  employers  it»  v  ci  «t  v  cm  pi*",  me  nt  ciipihd-tv  ot  individuals  on  a  lorm  approved  hv  the  Attorney 
(  icricrai  I  his  hum  will  he  used  t«»  vcrrtv  the  mdiv  (dual's  clt|*i  Hi  lit  \  tor  enipiov  ment  ;n  the  I  mted  States 
I  aiime  t.>  present  this  t*»rm  l.u  inspection  to  ntliccis  "I  the  lmmietat;on  and  Naturali/aUori  Ser.iec  or 
I  JepdTtmeni  ■*!  I  ahoi  w  i r h . n  the  time  period  x pee i tied  hs  reeulaiior..  or  .mpropet  completion  or  retention  o: 
th.'  lortn.  mas  he  a  violation  ot  the  above  law  and  mav  result  in  a  civil  monev  pen  a  Its 


Section  I.  Instructions  to  hmplmec  Preparer  for  completing  this  form 
Instructions  for  the  employee 

\n  einplovees  upon  heitij:  hired.  must  complete  Section  I  otthislorm  \nv  person  hired  alter  Nosemhet  h. 
Wm>  mrisT  complete  rho  h-r  m  1 1  or  the  put  pose  ol  completion  ol  this  lor  in  the  term  "hired”  appiies  to  those 
vmpiovcd  let  mi. te»}  or  re’ened  tor  a  tee  » 

V'  .-mpiovees  must  print  or  tvpe  then  complete  name,  address  date  ot  hath  and  Sol  a!  Sciutrtv  Sum  bet 
1  hi  bn'o.  »  hie  l>  eorriiilv  .ndivates  the  employee's  imimgrul.  >n  status  must  he  .  hccked  l!  t  hi  see  ond  block  .s 
•.  hi-.ked  the  erupt.,  see's  Aden  Kepi't  r  at  .on  Number  must  he  provided  It  the  third  hioi  k  is  .hecked  the 
mp  .ee  -  V.en  ki  c.xtral.on  Number  nr  \dmission  Number  must  he  provided  as  well  as  the  date  ot 
Csp  r  a*  .on  .  d  Thai  stal  ls  .!  il  expires 

\.. .  -np.  •  1 1 .  se n  .xc  pr .•>*  nt  name' dillet  S:oni  buth  names  bee aust  ot  mar t or  other  reasotis  must  print 
1  •  P;.  '  h  ,!h  names  ,n  the  appiopt.au  'pan  o!  Sect. on  I  \i'o  empiovees  whose  names  e halite  alter 

iPP  ■  *  *  *  i  s1  ..i  '  .  atioi.  si;. Miul  report  these  x  battues  t--  then  emplovei 
V  ”'P  ••  c i  a-..:  date  the  |o«m 

Instructions  tor  the  preparer  of  the  form,  it  not  (he  employe e 

I  ’  a  p  •  -•  ■  i"  • '  ■  "  ve  *»•.,.  op  p  it .  fie  t  h.s  tor  m  the  prepare  r  must  n-rt .!  v  l  lie  tor  m  hv  stiiiunp  it  and 

!»•  1  .  -mp.  r-  ua"  ••  ami  adehe " 


Section  2  Instructions  to  i  mplover  for  enmplrlmg  thrs  form 

'  »■>  ••■•••!  "i.  M:i:  .  •nf’.i'U’1  app.ie '  t..  ■.  njpiovvr  >  and  those  w  ho  rci  run  4>r  reter  tor  a  Ice  ) 

. .  -i. ! ho  x;  v  •  ,.M  hv  .  sam.nnic  .  i.lence  ol  idetil.lv  and  employ meni  cl.pihi.Uv  .  and 
■  ■  *  me  ,ipp|..p-  ,%»ie  h..»  |  ,x(  \  ,,r  h..v.  x  hi  both  I  .sts  K  and  t 

is  id.ric  Mi-  document  :dctild.L.tf.ot:  number  and  expo  at  ion  dale  til  anv  i 
••id  nc  iiu  ’ » pe  sum  j  mo  xpe\  t  .  .n.s  .dentiticd  m  the-  lisi 

s  Cl  'if  'tie  x-x  It  !  v at ."ii  seit-of 

SO  1 1-  /  mployers  are  responsible  for  revertfying  employment  eligibility  of  employees  whose  employment 
ehgihilifi  documents  carry  an  expiration  date 

r  "p.e  •  ■  •;  d".  u'ik  n ration  presented  hs  an  irul.v  .dual  tor  the  purpose  ot  establishing  idem  itv  and  employ  ment 
■  •c  h  "•  mas  he  x  i  ,p,ed  amt  retainevt  lor  the  purpos,.  o|  i  i  rnplv  snp  with  the  requirements  ot  this  lorm  and  nr* 

ot  h*  ■  pi.  r  p'-e  \n  .  op,«.  x  .  »t  dox  u  ment  at  i- •»>  made  lor  this  put  pose  should  he  niainuiined  with  this  lorm 

Nam-,  sliances  <.)  ..  mp.ovees  which  nuiii  alter  preparation  ol  tins  lorm  should  he  recorded  on  the  form  tiv 
-■’ii  !,-i  •nun  tli  .-til  name  pr  til.:  e  The  new  name  and  i  lie  reason  isueli  as  marriage)  and  dating  and 
n  *  a.  up  t he  ihanues  I  rnplovets  should  not  attempt  to  delete  or  erase  t fie  old  name  in  ans  fashion 


Rf  If  silos  Ot  RK  OR  ns 

111:  ,  "ii.  pie  led  ,"1111  must  he  retained  hv  the  emplove'  lot 

•  thu  •.  seal'  attei  the  date  ol  tnrme  or 

•  "tie  sear  alter  the  da»e  the  emplovmerit  .s  teirmnated  whuhesei  is  late. 


I  rr.piovers  m.iv  photmops  •*!  reprint  this  r  um  as  nniMjii 


I  S  lh-paftTi.erd.it  lusl.n-  nVIH  ‘  H  I  *  (H  if- 

Imrn.er  at  I-  Ol  and  Nal'iral./at.oti  Seism  I  si  ins  u*  s", 
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HOW  TO  APPLY  FOR  AN  ORIGINAL  OR  REPLACEMENT  SOCIAL  SECURITY  NUMBER  CARD 

Before  completing  this  applicadon.  read  the  information  below,  ihe  completion  instructions  on  page  2  and  the  Privacy  Act  information  on  page  4 
The  Social  Security  Administration  does  not  charge  a  fee  for  Social  Security  card'  and  there  is  no  need  to  pa>  anyone  tor  this  service 


t  apply  in  person  at  a  Social  Security 


WHERE  TO  APPLY 

Mail  or  take  your  evidence  documents  and  application  to  the  nearesi  Social  Security  office  However, 
office  if: 

1  You  are  age  18  or  older  and  have  never  had  a  Social  Security  number  card  before,  or 

2  You  are  an  alien  whose  immigration  documents  should  not  be  mailed 

EVIDENCE  YOl  WILL  NEED 

Social  Security  law  requires  that  you  furnish  evidence  of  your  age.  identity,  and  l  S  citizenship  or  lawful  alien  status  find  one  of  the  four  categories 
below  which  applies  to  you  and  read  the  instructions  carefullv  If  you  applv  for  a  Social  Security  number  tor  your  child  or  other  individual  for  whom 
you  are  legal  guardian  or  legal  custodian,  you  must  also  furnish  evidence  of  your  tdenniy  (see  list  H  Below  i 


You  must  submit  original  or  certified  documents  as  evidence  —  we  cannot  accept  uncertified  or  notarized  photocopies. 
We  will  return  all  documents  submitted.  NOTF.:  all  documents  submitted  as  evidence  may  be  retained  temporarily  and 
verified  with  the  custodian  of  the  original  records. 


If  you  have  any  questions  or  need  help  in  obtaining  your  documents,  please  call  or  visit  your  nearesi  Social  Security  office 
I.  I.S.  Citizen  —  Bom  la  the  l  .S.  —  Applying  for  original  Social  Security  number 
Please  submit  one  document  from  list  A  and  at  least  one  from  list  B 

Utf  A.  Evidence  of  Age  and  Citizenship 

One  of  the  following  records  established  before  sour  5th  birthday 

•  Public  birth  certificate  <This  is  Ihe  preferred  document.  You  should  submit  it  if  at  all  possible  I 

•  Religious  record  showing  age  or  date  of  birth  (To  establish  citizenship,  it  must  hase  been  recorded  within  t  months  of  birth  l 

•  Hospital  record  of  birth 

If  your  birth  was  never  recorded  or  the  public  record  no  longer  exists,  submit  documents  trom  list  B  for  evidence  of  age  and  citizenship  At  least 
one  document  must  show  your  name,  age  or  date  of  birth,  and  your  place  ot  birth  It  should  be  at  least  one  year  old 

LiU  B.  Evidence  of  Ideatity 

A  public  or  hospital  birth  record  is  not  considered  evidence  of  identnv  An  'dentils  document  should  contain  enough  information  to  identify  you 
Some  items  we  look  for  on  the  document  arc  name.  age.  addresv.  signature,  physical  description  and  picture  Lxamples  ate 


Identity  card 
Driver's  license 
Adoption  record 
Insurance  policy 
Youth  organization  record 


School  record 

Medical  record 

Work  badge  or  building  paw 

Military  record 

Court  order  for  name  change 


1  Marriage  or  Divorce  record 
’  l  S  Passport 
1  l  S  Citizen  ID  card 
’  Religious  record  (If  not  submitted  a 
evidence  of  age! 


Any  other  document  providing  identifying  dan  sufficient  to  establish  proper  ideniity 
2.  t.S.  Cl  Idea  -  Bom  outride  Ihe  l  .S.— Apply  lag  for  Original  Social  Security  N  amber 
If  you  were  born  outside  the  l-'  S  but  arc  a  l  S  citizen  you  should  submit  either 

a  U  S  consular  report  of  birth  (LS  240  or  LS  54<i  and  evidence  ot  your  idcniitv  (sec  d'egorv  I.  list  B). 

OR 

b  Your  foreign  birth  certificate  (if  not  readily  available,  another  document  showing  age  or  date  of  birthi  a  ad  one  of  the  following 

•  l  S  citizen  ID  card  •  l  S  passport 

•  Citizenship  certificate  •  (  ernficate  of  Naturalization 

3.  AHea  —  Not  ■  L.S.  Citizen  Applying  for  Original  Social  Security  Number 

If  you  are  an  alien  living  in  or  wrung  the  l'  S  .  you  should  bring  in  sour  foreign  hinh  certificate  nf  available)  or  passport  and  one  or  more  of  the  foUJowtng 

•  Alien  Registration  Receipt  Card  1151  or  I  551 

•  US  Immigration  Form  I  94  (and  I  201 D.  if  applicable).  I  1 8 la.  I  185.  1  1 86.  I  210.  or  I  *86  (and  I  444.  if  applicable) 

NOTE:  If  yoa  are  a  lawfully  admitted  alien  hut  not  permuted  to  »vrk  and  sou  have  a  valid  non  work  need  for  a  Social  Security  number,  we  will 
issue  you  a  number  if  you  present  evidence  of  such  need  However,  the  card  will  show  that  the  number  is  not  valid  for  employment  If  you  ever  use 
the  number  in  a  job.  we  will  notify  INS  In  addition,  any  information  ohiained  in  connection  with  this  application  can  be  given  to  INS 

4.  Any  Applicant  Requeuing  a  Replacement  Card  (Duplicate  or  Correction) 

Yoa  aM  preeeat  at  leaat  evtdeace  of  your  identity  such  is  one  or  more  of  Ihe  document i  in  categories  I  (List  B).  2  or  3.  In  addition,  if  you  are 
foreign-born  (or  U  S  born  but  no  longet  a  L  S  citizen),  you  must  submit  evidence  of  voui  curreni  l  S  citizenship  or  lawful  alien  status  After  we 
examine  your  documents,  you  may  be  asked  for  additional  evidence  of  sour  age,  or  l  S  cinzenship  or  lawful  alien  status 

If  you  are  changing  your  name,  you  must  provide  evidence  identifying  you  under  both  your  old  and  new  names  We  will  accept  one  document  if 
H  shows  both  (he  old  and  new  names  or  multiple  documents  if  each  shows  onlv  one  name  If  the  name  change  is  due  to  marriage  or  divorce,  your 
marriage  certificate  or  divorce  decree  it  usually  sufficient  if  it  shows  both  vour  previous  and  new  names 
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Excerpts  From  SSN  Application 


department  or  health  ano  human  services 
SOCIAL  SECuR'TV  ADMINISTRATION 


f O'"'  Approved 
OM0  No  0980-0066 


FORM  SS  5  -  APPLICATION  FOR  A  SOCIAL  SECURITY  NUMBER  CARD  (Origin*!,  Replacement  or  Correction) 


niejj  the  requeste 


INSTRUCTIONS  ^  Before  completing  thu  form,  please  read  the  instruction*  on  the  opposite  page  Type  or  p 
TO  APPLICANT  W  dark  blue  or  black  ink  Do  not  use  pencil  SEE  PAGE  1  FOR  REQUIRED  EVIOENCS 


Id  Was  a  ca'd  rece-ved 
‘o'  t*e  person  -tiec 


PNA  _ ; _ _ ! _ 

PNO  a  Mat  a  Soc  a' Secu»  ty  o  Was  a  ca-fl -»ce  wtd 

"umber  card  ever  r— i  pi  p~i  'o'  the  per  ton  -tied  p"l  rn 

|  Dee"  reuueved 'or  »"e  LJ  yES<2)  LJ  NO  '1  LJ  Do"  i  *now  ’  i  »n  iipm  t '  LJ  »ESi3'  LJ  NOi’i 

tvr  DeMO"  Itted  •  "  Item  |» 

►  IF  YOU  CHECKED  YES  TO  A  OR  B,  COMPLETE  ITEMS  C  THROUGH  E.  OTHERWISE  GO  TO  ITEM  1 

MN  c  E "ter  me  Soc  «' Secunfy  ni/mo«re*e'8r»»t}  to  me  | - 1  [ - 1  ! - 1  ( - 1  r~  ]  I  |  r~  |  t  )  r 


petton  ttfd  p-i  n 

1'  LJ  *ES(3  LJ  NOP  I 


NLC  I  Ih#  "(<"l  Shown  on  the  moil  r«ce«!  SOC-i'  SeCor-ly  C«rd 

ssueo 'or  me  D*'*On  listed  in  item  1 


•  Dete  o*  | 

D-rth  correction  I 

POB  See  Instruction  'Ol 
on  pege  2  f 


■  p.  a 


IMPORTANT  REMINDER  WE  CANNOT  PROCESS  THIS  APPLICATION  WITHOUT  THE  REQUIRED  EVIOENCE.  SEE  PAGE  V 


i 
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Major  Milestones  in  SSN  Application  Process 


Time  frames/milestone 

November  1936-June  1937 

July  '937  October  1971 
November  1971 
March  1972 


May  1973 
April  1974 


May  1978 


July  1982 


Application/issuance  procedures 

Applicants  required  to  complete  a  simple 
furm  and  received  cards  with  no  evidence 
required  at  46.000  post  offices 

Same  procedure,  but  done  at  SSA  field 
offices 

Applicants  age  55  and  over  required  to 
provide  simple  evidence  of  identity 

Applications  taken  at  field  offices,  but 
issuance  of  original  cards  transferred  to  a 
central  point.  SSA  headquarters 
Replacement  cards  still  issued  at  field 
offices 

Number  issuance  and  application  data 
computerized 

Foreign-born  applicants  (any  age)  and  U  S  - 
born  applicants  18  and  over  required  to 
prove  age,  identity,  and  citizenship  or  alien 
status 

All  applicants  for  original  cards  and 
replacements  required  to  prove  identity 
Initial  applicants  over  18  required  to  have 
a  face-to-face  interview 

Replacement  card  stock  removed  from  SSA 
field  offices  all  issuance  centralized  at 
SSA  headquarters 
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Private  Sector  Companies  Contacted 


American  Banknote  Company 
New  York,  New  York 

Drexler  Technology  Corporation 
Mountain  View.  California 

First  Data  Resources,  Incorporated 
Alexandria,  Virginia 

Identicard  Systems  Incorporated 
Lancaster,  Pennsylvania 

Jeffries  Banknote  Company 
Los  Angeles,  California 

Life  Card  International.  Incorporated 
Towson,  Maryland 

Light  Signatures  Incorporated 
Greenbelt.  Maryland 

Master  Card  International 
New  York.  New  York 

Micro  Card  Technologies  Incorporated 
Dallas.  Texas 

NEC  Information  Systems  Incorporated 
Washington,  D.C. 

Smart  Card  International 
New  York,  New  York 

Smart  Card  Systems 
Cherry  Hill.  New  Jersey 

Thorn  EMI  Malco  Incorporated 
Owings  Mills,  Maryland 

I’nited  States  Banknote  Company 
Philadelphia.  Pennsylvania 

Visa  International 
San  Francisco,  California 
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Comments  From  the  Department  of  Justice 


U.S.  Department  of  Justice 


JAN  I  S  !98S 

Washington.  D.C.  20230 

Mr.  William  J.  Anderson 
Assistant  Comptroller  General 
General  Government  Division 
U.S.  General  Accounting  Office 
Washington,  D.C.  20548 

Dear  Mr.  Anderson: 

This  letter  responds  to  your  request  to  the  Attorney  General  for 
the  comments  of  the  Department  of  Justice  on  your  draft  report 
entitled  "Immigration  Control"  A  New  Role  for  the  Social 
Security  Card."  At  a  meeting  held  with  representatives  of  the 
General  Accounting  Office  (GAO),  the  Department  was  requested  to 
provide  written  comments  on  the  report's  recommendations .  Our 
comments  are  set  forth  below  after  each  of  GAO's  recommendations. 

GAO  Recommendation  in  Chapter  2:  Employer  Verification  of 


Eligibility  is  Impractical 


GAO  recommends  that  the  Attorney  General--in  studying  the 
adequacy  of  the  employment  verification  system — consider 
reducing  the  number  of  employment  eligibility  documents  to 
the  maximum  extent  possible,  and  specifically  consider  the 
option  of  making  the  social  security  number  (SSN)  card  the 
only  authorized  employment  eligibility  document.  If  the 
Attorney  General  concludes  that  the  number  of  employment 
eligibility  documents  under  the  Immigration  Reform  and 
Control  Act  of  1986  (IRCA)  should  be  reduced,  GAO  also 
recommends  the  Attorney  General  study  the  potential  impact 
of  such  a  change  on  requests  for  replacement  SSN  cards. 

ugration  and  Naturalization  Service  (INS)  Comments: 

INS  is  already  studying  ways  of  reducing  the  number  of 
employment  authorization  documents  which  may  be  used. 

Although  tti is  study  has  not  as  yet  included  the  option  of 
making  the  SSN  card  the  only  such  document  used,  INS  has  no 
objection  to  pax ticipating  in  such  an  expanded  study.  The 
expanded  study  should  cover  all  of  the  advantages  and 
d i sadvantages ,  many  of  which  are  not  covered  in  the  GAO 
report.  INS'  major  concerns  with  the  proposal  to  make  the 
SSN  card  the  only  authorized  employment  eligibility  document 
axe  the  ease  with  which  existing  cards  can  be  counterfeited  and 
the  potential  impact  the  change  would  have  on  the  Social  Security 
Admin lstration ' s  (SSA)  record  system. 
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GAO  Recommendations  in  Chapter  3:  Support  Documents  -  A  Basic 
Problem  Allowing  Individuals  to  Obtain  SSN  Cards  Fraudulently 

GAO  recommends  that  the  Secretary  of  the  Department  of 
Health  and  Human  Services  (HHS)  direct  the  Commissioner  of 
SSA  to  experiment  with  increased  document  verification  to 
determine  the  extent  of  fraud  and  the  benefits  of  additional 
document  verification. 

GAO  also  recommends  that  the  Secretary  of  HHS  and  the 
Attorney  General  develop  a  plan  for  the  enumeration  of 
aliens  which  would  provide  that  INS  certify  to  the 
eligibility  of  aliens  for  a  SSN  card. 

INS  Comments  : 

INS  has  no  objection  to  SSA  experimenting  with  increased 
document  verification.  INS  is  also  willing  to  study  plans 
for  the  enumeration  of  aliens  as  stated;  however,  we  believe 
the  study  should  incorporate  other  less  costly  alternatives 
to  having  INS  certify  an  alien's  eligibility  on  a  SSN 
application,  such  as  ennanced  use  of  the  Systematic  Alien 
Verification  for  Entitlements  (SAVE)  program. 

GAO  Recommendation  in  Chapter  4:  SSN  Cards  Are  Vulnerable  to 
fraudulent  Use 


GAO  recommends  that  the  Secretary  of  HSS  and  the  Attorney 
General  develop  a  plan  for  annotating  SSN  cards  for  aliens 
who  are  authorized  to  work  or  be  in  this  country  on  a 
temporary  basis. 

INS  Comments 

INS  has  staff  officers  who  have  ongoing  liaison  with  social 
security  personnel  and  are  involved  in  discussions  on  this 
and  other  related  issues.  INS  has  no  objection  to 
intensifying  these  discussions  in  accordance  with  the  GAO 
recommendat ion . 


GAO  Pecommendat ion  in  Chapter  5; 
More  Counterfeit-Resistant 


Options  For  Making  the  SSN  Card 


GAO'  recommends  that  the  Secretary  of  HHS  direct  the 

Commi ss loner  of  SSA  to  secure  new  and  replacement  SSN  cards 

against  the  threat  posed  by  color  copiers. 

GAO  also  recommends  that  the  Attorney  General  and  the 
Secretary  of  HHS  study  the  cards  confiscated  from  illegal 
aliens  to  identify  the  extent  and  methods  employed  to  obtain 
and  u ;i  SSN  cards. 
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INS  Comments: 

INS  favors  enhancement  of  the  security  features  of  the  SSN 
card,  but  believes  the  threat  posed  by  color  copiers  is  only 
a  small  part  of  the  problem.  An  analytical  study  of  the  SSN 
cards  confiscated  from  illegal  aliens  should  give  a  clearer 
picture  of  the  nature  and  scope  of  the  problem.  INS  is 
willing  to  coordinate  efforts  with  SSA  to  gather  and  study 
intelligence  obtained  from  aliens  and  others  who  purchased 
false  or  altered  SSN  cards  from  counterfeiters  or  who 
otherwise  fraudulently  used  valid  SSN  cards  to  circumvent 
IRCA  requirements. 

***** 

A  major  concern  the  Department  has  with  the  draft  report  is  the 
assertion  that  employer  sanctions  would  not  be  effective.  At  a 
November  20,  1987,  meeting,  this  concern  was  clearly  conveyed  to 
GAO  representatives  and  we  were  advised  that  based  on  the 
discussion,  revisions  would  be  made  to  the  draft  report. 

We  appreciate  the  opportunity  to  provide  comments  on  the  report 
while  in  draft  form.  Should  you  have  any  questions  concerning 
our  response,  please  feel  free  to  contact  me. 


for  Administration 
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DEPARTMENT  OF  HEALTH  &  HUMAN  SERVICES 


Office  of  Inspector  General 


Washington,  0  C  20201 


Mr.  Richard  L.  poqel 
Assistant  Comptroller  Oeneral 
U.S.  General  Accounting  Office 
Washington,  D.C.  2054R 

Dear  Mr.  Fogel: 

The  Secretary  asked  that  T  respond  to  your  reauest  for  the 
Department's  comments  on  your  draft  report,  "Immigration  Control: 
A  New  Role  for  the  Social  Security  Card."  The  enclosed  comments 
reoresent  the  tentative  position  of  the  Department  and  are 
subject  to  reevaluation  when  the  final  version  oc  this  report  is 
received . 

We  appreciate  the  opportunity  to  comment  on  this  draft  report 
before  its  publication. 


Sincerely  yours, 


Richard  p.  Kusserow 
Inspector  General 


Fine  Insur  e 
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Now  on  p  9 


Now  on  pp  30  and  34 
Now  on  pp  31  to  33 


COMMENTS  OF  THE  DEPARTMENT  OF  HEALTH  AND  HUMAN  SERV X CES  ON  THE 
GENERAL  ACCOUNTING  OFFICE  DRAFT  REPORT.  "IMMIGRATION  CONTROL : 

A  NEW  ROLE  FOR  THE  SOCIAL  SECURITY  CARD" 


General  Comments 

We  have  reviewed  this  General  Accounting  Office  (GAO)  draft 
report  and  find  the  thrust  of  the  report  highly  supportive  of  our 
program  administration  and  policy  objectives.  Prepared  in 
compliance  with  a  provision  of  the  Immigration  Reform  and  Control 
Act  of  1986  (IRCA),  this  GAO  report:  (1)  explores  actions  that 
could  be  taken  to  reduce  the  potential  for  fraudulently  using  and 
obtaining  a  Social  Security  number  ( SSN )  card,  and  (2)  identifies 
the  technological  alternatives  for  making  the  card  more  resistant 
to  counterfeiting.  The  data  and  perspective  presented  will  play 
a  significant  role  as  work  continues  to  insure  the  integrity  of 
the  SSN  issuance  process  and  to  successfully  implement  the  alien 
legalization  process.  The  issues  raised  in  the  report  including 
alien  enumeration,  financing  the  cost  of  SSN  card  replacements, 
possible  technological  enhancements  to  the  SSN  card,  and  the  SSN 
card  as  a  national  identifier  must  be  debated  and  resolved. 

While  our  comments  reflect  agreement  with  most  of  GAO's 
recommendations,  there  is  a  legal  concern  that  will  prevail  as  we 
consider  options  to  improving  the  enumeration  process.  As  is 
pointed  out  on  page  5  of  the  Executive  Summary  and  pages  13  and 
14  of  the  text  of  the  report,  section  274  A(d)(3)(E)  of  the 
Immigration  and  Nationality  Act  (INA),  added  by  section  101(a)(1) 
of  IRCA,  provides  that  any  major  changes  in  the  SSN  card  for 
purposes  of  IRCA  are  to  be  financed  from  general  revenues. 
Implementing  many  of  the  suggestions  in  the  draft  report  would 
raise  this  funding  issue.  For  example,  costs  will  be  incurred  if 
SSN  cards  are  annotated  to  show  time  limits  for  alien  work 
authorization,  as  suggested  at  pages  34  and  41  of  this  draft. 
Similarly,  the  options  to  reduce  fraudulent  use  of  SSN  cards 
discussed  at  pages  35  through  40  of  the  draft,  and  the  options 
for  making  the  SSN  card  more  counterfeit-resistant  discussed  in 
chapter  5  would  also  require  additional  costs. 

In  addition  to  this  funding  issue,  we  also  recognize  that  much  of 
what  we  do  (or  plan  to  do)  to  enhance  the  integrity  of  the  SSN 
card  results  from  our  normal  program  administration  and  cannot  be 
attributed  to  IRCA  exclusively.  Drawing  this  fine  distinction  as 
we  implement  changes  in  the  enumeration  process  will  add  to  our 
accounting  and  operational  responsibilities. 

General  Accounting  Office  (GAO)  Recommendations 

The  Attorney  General  should--in  studying  the  adequacy  of  the 
employment  verification  system--consider  reducing  the  number  of 
employment  eligibility  documents  to  the  maximum  extent  possible, 
and  specifically  consider  the  option  of  making  the  Social 
Security  card  the  only  authorized  employment  eligibility 
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document.  If  the  Attorney  General  concludes  that  the  number  of 
employment  eligibility  documents  under  IRCA  should  be  reduced, 
the  Attorney  General  should  study  the  potential  impact  of  such  a 
change  on  requests  for  replacement  Social  Security  cards. 

Department  Comments 

We  do  not  oppose  a  study  of  this  issue;  however,  we  believe  that 
it  is  important  to  recognize  that  requiring  that  the  Social 
Security  card  be  the  only  document  used  under  IRCA  for 
verification  of  employment  eligibility  would  increase  various 
"pressures"  on  the  card- -ranging  from  increased  requests  for 
replacement  to  further  calls  for  making  the  card  more 
"counterfeit-proof."  Any  such  study  should  take  into  account 
SSA's  concern  that  the  Social  Security  card  not  become  a  national 
identifier  as  well  as  the  cost  and  effectiveness  of  mass 
reissuance  of  the  card.  Additionally,  given  the  impact  any 
resulting  decisions  would  have  on  SSA,  we  believe  that  SSA 
participation  in  the  recommended  study  is  essential. 

Matter  For  Consideration  By  The  Congress 

Congress  may  wish  to  consider  whether  the  cost  of  providing  SSN 
replacement  cards  generated  as  a  result  of  IRCA  should  be  paid 
for  either  from  appropriated  funds  or  by  fees  from  those 
requesting  the  cards,  rather  than  the  Social  Security  trust 
funds . 

Department  Comments 

This  recommendation  clearly  brings  into  focus  the  trust  fund 
reimbursement  issue  as  discussed  in  our  general  comments  and 
raises  the  question  of  how  to  determine  whether  or  not  issuance 
of  a  replacement  card  is  "due  to"  IRCA.  In  advocating  that  a 
study  be  conducted  on  the  need  for  the  various  employment 
eligibility  verification  documents  now  used,  GAO  notes  that 
reducing  the  number  of  these  documents  could  significantly 
increase  the  demand  for  SSN  replacement  cards.  Because  IRCA  does 
not  specify  whether  the  trust  funds  should  absorb  the  additional 
costs  of  issuing  replacement  cards  and  congressional  intent  is 
not  clear  on  this  issue,  GAO  makes  this  recommendation  for 
congressional  consideration  of  the  matter.  We  have  no  objection 
to  GAO's  recommendation  that  the  Congress  consider  this  issue. 


Page  59 


GAO  HRD-8JM  Social  Security  Card* 


Appendix  VI 

Comments  From  the  Department  of  Health 
and  Human  Services 


l 

i 


3 

GAO  Recommendation 


The  Secretary  of  HHS  should  direct  the  Commissioner  of  Social 
Security  to  experiment  with  increased  document  verification  to 
determine  the  extent  of  fraud  and  the  benefits  of  additional 
document  verification. 

Department  Comment s 

We  are  confident  that,  on  the  whole,  SSA’s  verification 
procedures  for  enumeration  are  adequate;  in  fact,  all  our 
detailed  studies  reflect  this.  However,  we  also  know  that  there 
are  "pockets  of  problems”  (some  related  to  document  verification) 
that  still  require  resolution.  In  line  with  this  GAO  recommen¬ 
dation,  we  are  committed  to  further  study  and  corrective  action 
in  this  area.  Our  current  view  holds  that  enumeration  at  birth 
is  probably  the  best  solution  to  the  problems  associated  with 
evidence  and  document  verification.  Towards  this  end,  SSA  is 
planning  to  expand  arrangements  for  voluntary  enumeration  at 
birth  to  all  jurisdictions  where  feasible. 

GAO  Recommendation 


The  Secretary  of  HHS  and  the  Attorney  General  should  develop  a 
plan  for  the  enumeration  of  aliens  which  would  provide  that  INS 
!  certify  to  the  eligibility  of  aliens  for  an  SSN  card. 

Department  Comments 

We  are  in  general  agreement  with  this  recommendation.  However, 
we  believe  certain  qualifiers  are  in  order.  We  were  able  to  set 
up  the  special  process  for  enumerating  legalization  applicants 
through  INS  because  these  individuals  are  all  required  to  have  a 
face-to-face  interview  with  INS  examiners  and  to  present  evidence 
similar  to  that  required  by  SSA.  We  are  not  certain  that  this  is 
true  for  all  categories  of  resident  and  nonresident  aliens.  For 
some,  their  only  contact  with  INS  may  be  a  cursory  review  at  a 
foreign  service  post.  Also,  most  aliens  who  need  replacement 
cards  do  not  have  to  go  to  INS.  We  suggest  the  recommendation 
allow  flexibility  to  develop  a  process  that  may  include  INS 
certification  for  some,  but  not  necessarily  all,  categories  of 
alien  applicants.  In  conjunction  with  this,  we  support  continued 
Now  on p  15  INS  action,  as  discussed  by  GAO  on  page  11,  to  reduce  the  number 
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of  documents  they  issue  to  aliens  to  convey  work  authority.  Use 
of  a  single  standard  work  card  in  addition  to  the  normal  INS 
entry  document  would  be  of  great  benefit  to  both  SSA  employees 
and  employers  in  reviewing  documentation. 

GAO  Recommendation 

The  Secretary  of  HHS  and  the  Attorney  General  should  develop  a 
plan  for  annotating  SSN  cards  for  aliens  who  are  authorized  to 
work  or  be  in  this  country  on  a  temporary  basis. 

Department  Comments 

GAO  finds  that  a  continuing  vulnerability  in  the  SSN  card 
issuance  process  allows  certain  aliens  to  obtain  a  regular  SSN 
card  although  their  work  authorization  is  limited  by  INS  to  a 
certain  period  of  time.  GAO  concludes  that  SSA’s  current 
issuance  procedures  could  be  modified  to  minimize  this 
vulnerability  by  putting  an  expiration  date  on  the  SSN  card  or  by 
placing  a  legend  on  the  card  stating  in  effect  that  it  is  valid 
for  employment  purposes  only  if  accompanied  by  an  INS  document 
that  specifically  authorizes  employment. 

In  general,  we  support  the  recommendation  to  develop  a  plan  for 
annotating  SSN  cards  for  aliens  who  are  authorized  to  work  or  be 
in  this  country  on  a  temporary  basis.  We  do  not  favor  the 
placement  of  an  expiration  date  on  the  SSN  cards.  As  the  report 
points  out,  alien  status  and  work  authority  can  change  frequently 
necessitating  numerous  requests  for  duplicate  cards  reflecting 
current  work  eligibility.  We  support  a  more  general  approach 
where  a  legend  is  placed  on  the  card  stating  it  is  valid  for 
employment  purposes  only  if  accompanied  by  an  INS  document  that 
clearly  indicates  work  authorization.  Aliens  are  required  to 
carry  their  INS  documents  with  them  at  all  times  and  they  should 
be  available  for  review  with  the  SSN  card. 

In  order  for  this  recommendation  to  be  effective,  the  types  of 
INS  documents  should  be  limited  to  "temporary"  and  "permanent, " 
made  more  resistant  to  fraud,  and  clearly  indicate  whether  work 
is  authorized  or  not. 

Additionally,  as  discussed  above,  annotating  the  SSN  card  in  this 
fashion  could  constitute  a  "major  change"  under  IRCA  and, 
therefore,  would  have  to  be  preceded  by  advance  notice  to 
Congress . 

GAO  Recommendation 


The  Secretary  of  HHS  should  direct  the  Commissioner  of  Social 
Security  to  secure  new  and  replacement  SSN  cards  against  the 
threat  posed  by  color  copiers. 
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16  and  27 


Department  Comments 

We  agree  and  have  already  taken  action  to  address  the  color 
copier  threat.  All  new  and  replacement  SSN  cards  will  contain 
the  new  security  feature.  SSA  began  to  use  the  revised  forms  in 
early  January  1988. 

On  a  conceptual  level,  we  recognize  the  importance  of  high 
technology  in  advancing  various  alternatives  for  making  the  SSN 
card  more  secure.  We  plan  to  continue  to  monitor  new,  developing 
technologies,  such  as  the  "smart  card,"  and  to  actively 
investigate  their  potential  for  future  use  in  Social  Security 
program  administration. 

GAO  Recommendation 

The  Attorney  General  and  the  Secretary  of  HHS  should  study  the 
cards  confiscated  from  illegal  aliens  to  identify  the  extent  and 
methods  employed  to  obtain  and  use  SSN  cards. 

Department  Comments 

We  agree  that  a  study  of  this  nature  could  provide  insight  into 
typical  fraudulent  methods  and  documents  used  to  obtain  SSN 
cards.  The  Department’s  Office  of  Inspector  General  will  work 
with  the  Attorney  General  in  conducting  a  joint  study. 

Other  Comments 

Chapter  1,  page  4,  paragraph  2 

The  sentence  starting  at  line  6  should  read,  "Today,  however, 
because  of  the  increased  use  of  the  card  as  an  identifier  to 
obtain  a  card  and  number,  an  application  must  be  submitted  along 
with  evidence  of  age,  identity,  and  citizenship  or  alien  status." 

Chapter  1,  page  4,  paragraph  3 

The  sentence  starting  at  line  2  should  read,  "Additionally,  SSA 
issues  non-work  SSN  cards  to  legal  aliens  who  are  not  authorized 
to  work."  Except  in  certain  benefit  claim  situations,  we  do  not 
issue  non-work  numbers  to  illegal  aliens. 

Chapter  2,  page  13.  last  line  and  Chapter  3,  page  32,  line  6 
The  report  states  on  these  pages  that  SSA  estimates  it  costs 
about  $5.90  to  process  each  SSN  application.  This  figure  should 
be  corrected.  SSA's  data  indicate  a  unit  cost  of  $7.25  per  SSN 
card  application  for  fiscal  year  1987. 

Appendix  III 

The  May  1978  milestone  is  not  quite  accurate.  Applicants  for 
replacement  cards  were  required  to  present  evidence  of  identity 
only. 
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